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New Features

SFTOS 2.5.2 adds:

» Asubstantial Technical Support interface that is not accessible through the standard CLI
modes and is not publicly documented

e Support for new S-Series platforms, including the S50N, S50N-DC, S25P, and S25P-DC

Other Changes to the Document

Unsupported Features: The major change in this edition is to note features that are at least
partially implemented in SFTOS 2.5.2, but are not supported by Forcel0, because they have
not yet been sufficiently tested. The Release Notes document for SFTOS 2.5.2.2 contains a
list of those features, including DSCP options in QoS commands, DVMRP, GARP, GVRP, IP
subnet-based VLANs, MAC-based VLANS, PIM-DM, protocol-based VLANS,
VLAN-Stacking, and the Web UI.

The SFTOS Web User Interface (Web Ul) chapter is removed from this book, and the
Command History fields of commands supporting those unsupported features are updated in
this edition with the following statement:

Version 2.5.2 Unsupported: not tested in 2.5.2

The ACL chapter now states that both MAC and IP ACLs can be applied to the same
interface. See Chapter 23, ACL Commands, on page 427.

The ip dhcp filter commands (global and interface) are added to the DHCP Server
Commands chapter. See DHCP Server Commands on page 275.

Corrections to existing commands include igmp enable (see igmp enable (interface) on
page 324) and classofservice trust (see classofservice trust on page 384).

Changes to the previous edition of this guide for SFTOS 2.5.2 include:

» The previously separate VLAN section in the System Configuration chapter, and the
GARP (including GMRP and GVRP) and VLAN-Stacking chapters are combined into a
separate VLAN chapter.

» The show classofservice ip-dscp-mapping on page 386 command from an earlier release
is added to the book.

SFTOS Command Reference, Version 2.5.2.0 3



Command options from an earlier release for show diffserv service on page 412 added to
the book

Descriptions of monitor session on page 127 and show monitor session on page 133
modified

Updated features list in SFTOS Features on page 39.

SNTP chapter: More details added

Multicast SNTP servers is removed as an SNTP option. See Time Commands on
page 289.

System Configuration chapter: Added details to show process cpu and to show
memory commands

Security chapter:

-- Deprecated single-connection command

-- Revised show tacacs command output

-- Noted for ip ssh server enable command that offline key generation no longer
required.

Changes in this Edition

System Management chapter: The list of outputs of the show tech-support command is
corrected. See show tech-support on page 96.

ACL chapter:

The access-list command now states that the mirror and redirect options require that
the source, destination, and monitor/redirect ports must be in the same VLAN. See
access-list on page 428.

The sequence of the parameters in the mac access-group command are corrected. See
mac access-group on page 436.

New Features
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About This Guide

This guide describes configuration commands for SFTOS software. The commands can be
accessed from the SFTOS Command Line Interface (CLI), accessed through the console port
or through a Telnet connection, and from the Node Manager component of Forcel0
Networks® Management System (FTMS).

This chapter covers the following topics:

Obijectives

Audience on page 34

How to Use this Guide on page 34

Related Documents and Sources of Additional Information on page 35
Products and Services Liability on page 35

Contact Information on page 36

Documentation Feedback on page 36

Technical Support on page 36

Note: Please note that BGP and bandwidth allocation are not supported in this
release, but may appear in the command output examples in this document.

Objectives

This document is intended as a reference guide for users of the SFTOS 2.5.2 command line
interface (CLI) used for the following S-Series switches:

S50

S50V

S50N, S50N-DC
S25P, S25P-DC

Note: For S2410 documentation, see the S2410 Documentation CD-ROM.
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Audience

The CLI command statements list syntax information for constructing command input at the
SFTOS command line interface (CLI). Also, in some cases, “screenshot” examples are
provided.

Commands that generate reports are called “show commands”, because they all begin with
the keyword “show”. The syntax statements for those commands in this guide contain a
description of the fields in their reports, and, in some cases, with examples.

This document includes information on the protocols and features found in SFTOS.
Background on networking protocols is included primarily to describe the capabilities of
SFTOS. For more complete information on protocols, refer to other documentation and IETF
RFCs.

This guide assumes you are knowledgeable in Layer 2 and Layer 3 networking technologies,
that you have an understanding of the SFTOS software base and have read the appropriate
specification for the relevant switch platform.

This document is primarily for system administrators configuring and operating a system
using SFTOS software. It is intended to provide an understanding of the configuration options
of SFTOS software.

In addition, software engineers who will be integrating SFTOS software into their router or
switch product can benefit from a description of the configuration options.

How to Use this Guide

This guide is structured so that you can look up not only command syntax, but also how
commands are related. Related commands are generally grouped together, and, in addition,
some command statements contain links to descriptions of related commands.

While you can infer a lot about the use of a command from its syntax statement, you are better
served to see if the SFTOS Configuration Guide uses the command, because you can learn
more about the context of its use.

Regarding RFCs and MIBs (management information base files) supported in S-Series
systems, syntax statements in this guide and related instructions in the SFTOS Configuration
Guide cite the relevant RFCs. Also, an appendix in that guide contains a list of the RFCs and
MIBs.

This guide is structured in this sequence:

» New Features on page 3 is a quick way to access new and changed commands.
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e Chapter 1, SFTOS Overview and Chapter 2, SFTOS Features briefly introduce the
S-Series hardware and SFTOS software.

e Chapter 2, Quick Start is an introduction to how to start and configure the S-Series using
SFTOS software.

» Information on how this guide presents the CLI modes, syntax, conventions, and
terminology is in Chapter 3, Using the Command Line Interface, on page 49.

e The CLI command syntax statements begin in Chapter 4, System Management
Commands. Chapters 6 through 11 describe commands that manage the system, while the
later chapters describe commands specific to particular networking protocols. Beginning
with Release 2.3, the CLI syntax statements that are new or changed include a Command
History table.

Related Documents and Sources of Additional Information

The following documents provide information on using Force10 Networks S-Series
switches and SFTOS software. All of the documents are available on the Documents
tab of iSupport (the Forcel0 Networks support website):
http://www.forcelOnetworks.com/support:

* SFTOS Command Reference

» SFTOS Configuration Guide

» SFTOS and S-Series Release Notes

*  Quick Reference (also included as a printed booklet with the system)

» Hardware installation guides

» MiIBsfiles

e S-Series Tech Tips and FAQ

Except for the Tech Tips and FAQ documents, all of the documents listed above are
also on the S-Series CD-ROM. Training slides are also on the S-Series CD-ROM.

Currently, access to user documentation on iSupport is available without a customer
account. However, in the future, if you need to request an account for access, you can
do so through that website.

Products and Services Liability

References in this publication to Forcel0 products, programs, or services do not imply that
Forcel0 intends to make these available in all countries in which Forcel0 operates. Any
reference to a Forcel0 product, program, or service is not intended to state or imply that only
Forcel0's product, program, or service may be used. Any functionally equivalent product,

SFTOS Command Reference, Version 2.5.2.0 35



program, or service that does not infringe on any of Forcel0 's intellectual property rights
may be used instead of the Forcel0O product, program, or service. Evaluation and verification
of operation in conjunction with other products, except those expressly designated by
Forcel0, are the user's responsibility.

Contact Information

For technical support, see Technical Support on page 36. For other questions, contact Forcel0
using the following address:

Forcel0 Networks, Inc.
350 Holger Way

San Jose, CA 95134
USA

Documentation Feedback

Feedback on Documentation?
Send email to techpubs@forcellnetworks.com

If appropriate, please include the following information with your comments:

* Document name

«  Document part number (from the front cover)
e Page number

» Software release version (from the front cover)

Technical Support

The iSupport Website

Forcel0 iSupport provides a range of support programs to assist you with effectively using
Force10 equipment and mitigating the impact of network outages. Through iSupport you can
obtain technical information regarding Forcel0 products, access to software upgrades and
patches, and open and manage your Technical Assistance Center (TAC) cases. Forcel0
iSupport provides integrated, secure access to these services.

Accessing iSupport Services

The URL for iSupport is www.forcelOnetworks.com/support/. To access iSupport services
you must have a userid and password. If you do not have one, you can request one at the
website:
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http://www.force10networks.com/support/
http://www.force10networks.com/support/

1 Onthe Forcel0 Networks iSupport page, click the Account Request
link.

2  Fill out the User Account Request form and click Send. You will receive
your userid and password by email.

3 To access iSupport services, click the Log in link, and enter your userid
and password.

Contacting the Technical Assistance Center

How to Contact Forcel0 TAC | 4 i 10 iSupport at www.force10networks.com/support/, and select the Service

Request tab.

Information to Submit When Your name, company name, phone number, and email address
Opening a Support Case » Preferred method of contact

¢ Model number

e Software version number

e Symptom description

e Screen shots illustrating the symptom, including any error messages

Managing Your Case Log in to iSupport, and select the Service Request tab to view all open cases and

RMAs.

Downloading Software Updates | o in tg iSupport, and select the Software Center tab.

Technical Documentation Log in to iSupport, and select the Documents tab. This page can be accessed

without logging in via the Documentation link on the iSupport page.

Contact Information E-mail: support@forcel0networks.com

Web: www.forcelOnetworks.com/support/
Telephone:

US and Canada: 866.965.5800
International: 408.965.5800
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SFTOS Overview

The SFTOS software loaded in every S-Series switch has two purposes:

» Assist attached hardware in switching frames, based on Layer 2, 3, or 4 information
contained in the frames.

» Provide a complete device management portfolio to the network administrator.

Switch Management Options

SFTOS provides the network administrator with a choice of management methods:

* VT100 interface: You can access the SFTOS command line interface (CLI) through

either the console port on the switch or through the management IP address. This book
focuses on CLI syntax. .

Note: When configuring a device by use of a configuration file, the maximum number
=» | of configuration file command lines is 2000.

» Simple Network Management Protocol (SNMP): Forcel0 Networks provides Forcel0
Management System (FTMS), a graphical network management software product that
provides a global view of your complete Forcel0 network. FTMS includes Node
Manager, which not only provides GUI-based device management, it also includes the
ability to execute CLI commands, either individually from Node Manager or by having
Node Manager open a Telnet window to the device.

SFTOS Features

The SFTOS software is available in two packages—the “Layer 2 Package” (“Switching™) and
the “Layer 3 Package” (“Routing™). The Layer 2 Package is the standard core software
package shipped on all S-Series switches. The Layer 3 Package includes both the core
software and software that supports Layer 3 of the OSI 7-Layer model.
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Layer 2 Package Features
The core SFTOS software provides the following features.

Basic Routing and Switching Support

» 10 GigE (IEEE 802.3ae)

* 1000 Base-T (IEEE 802.3ab)

» 16k MAC Address Table

* BootP (RFC951, 1542)

» BootP/DHCP Relay and Server (RFC 2131)
» |EEE 802.3ad

* |EEE 802.1ab - Link-level discovery

*  Flow Control (IEEE 802.3x)

* Host Requirements (RFC 1122)
 IP(RFC791)

* ICMP (RFC 792)

e Jumbo Frame Support

 MSTP (IEEE 802.15)

» Rapid Spanning Tree (IEEE 802.1w)

e STP (Spanning Tree Protocol) (IEEE 802.1D)
 TCP (RFC 793)

 UDP (RFC 768)

QoS
e 802.1p Priority Marking
e ACL Entries (L2 + L3)
» Bandwidth-based Rate Limiting
* Layer 2 Classification
e Layer 3 DSCP
*  Priority Queues
* VTY ACLs
e Wirespeed ACLs (L2/L3/L4)

VLAN

* |EEE 802.1q Support

» Port-based VLANSs

* Private VLAN- Edge

»  Supported Number of VLANSs
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Multicast Protocols

* IGMP Snooping
e Layer 2 Multicast Forwarding

Security and Packet Control Features

» Access Profiles on Routing Protocols
* DOS Protection

* |IEEE 802.1x

* Ingress Rate Limiting

» Login Access Control

* MAC-based Port Security

e Port Mirroring

+ RADIUS

e SSH2 Server Support

Management

» Dual Image Support

» External Redundant Power System

*  RMON Groups

*  SNMP vliv2c

 SNTP

e SSHv2

» Syslog, with Specification of Facility
* Telnet (RFC 854)

 TFTP (RFC 783)

Stacking

* Auto Configuration

e Auto Master Election

» Hot Insertion and Removal of Units in a Stack
* LAG across Units in a Stack

» Stacking Multiple Units
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Layer 3 Package Features

The Layer 3 Package (“Routing”) of SFTOS includes all of the features listed above, along
with the following features:

Extended Routing and Switching Support

» 4k IPv4 Routing Table Entry

* ARP (RFC 826)

* CIDR (RFC 1519)

* IGMP Proxy

* IPv4 (RFC 1812)

» IPv4 Router Discovery (RFC 1256)
* OSPF (RFC 2328, 1587, 1765, 2370)
* Proxy ARP (RFC 1027)

* RIPVIN2

* Routing Protocol Support

o Static Routes

* VRRP (RFC 2338)

Multicast Protocols

* IGMP v1/v2 (RFC 1112, 2236)
* IGMP v3 (RFC 3376)
* PIM-SM-edge

Management
« ECMP
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Quick Start

This chapter summarizes the procedures to start and operate S-Series switches. For more
detail, see the Getting Started chapter in the SFTOS Configuration Guide (and the rest of that
guide) or the Quick Reference for your switch model.

This chapter covers the following topics:

e Quick Starting the Switch on page 43

»  System Info and System Setup on page 44

e Physical Port Data on page 44

»  User Account Management on page 45

e Management IP Address on page 45

»  Uploading from the Switch through XMODEM on page 47
e Downloading to the Switch through XMODEM on page 47
e Downloading from a TFTP Server on page 48

e Resetting to Factory Defaults on page 48

Quick Starting the Switch

You can access the SFTOS software in the switch locally or from a remote workstation. For
remote access, the switch must be configured with an IP address, subnet mask, and default
gateway:

1. Turn the Power ON.

2. From a console connection, allow the switch to load the software until the login
prompt appears. The device initial state is called the default mode.

3. When the prompt asks for operator login, execute the following steps:

1 Type the word admin in the login area. Do not enter a password because there is
no password in the default mode.

2 Press ENTER two times. The prompt of the User Exec mode of the CLI is
displayed.

3 Enter enable to switch to the Privileged Exec mode. You can run all “show”
commands from this mode, while some “show” commands do not run from User
Exec mode.
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4 Enter configure to access the Global Config mode to enter configuration
commands.

5 Enter exit if you need to return to any previous mode.

System Info and System Setup

To get information on the software version, use the show hardware command:

Command Syntax Command Mode Purpose

show hardware Privileged Exec Displays the serial number, software version the device contains,
burned-in MAC address, and other device information. Information
is listed for all units in the stack.

Physical Port Data

To get information on the physical port, use the show port all command:

Command Syntax Command Mode Purpose

show port all Privileged Exec Displays the ports in unit/slot/port format and the following data
for each port:
Type - Indicates if the port is a special type of port
Admin Mode - Selects the Port Control Administration State
Physical Mode - Selects the desired port speed and duplex mode
Physical Status - Indicates the port speed and duplex mode
Link Status - Indicates whether the link is up or down
Link Trap - Determines whether or not to send a trap when link
status changes
LACP Mode - Displays whether LACP is enabled or disabled on
this port.
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User Account Management

To configure account management, use the following commands:

Command Syntax Command Mode Purpose

show users Privileged Exec Displays all of the users that are allowed to access the switch
Access Mode - Shows whether the user is able to change
parameters on the switch (Read/Write) or is only able to view
them (Read Only).
As a factory default, the ‘admin’ user has Read/Write access.
There can only be one Read/Write user and up to five Read Only

users.
show loginsession Privileged Exec Displays all of the login session information

[no] username user Global Config This command adds a new user (account) if space permits, along
passwd password with the user’s password. The user name and password can each

be up to eight alphanumeric characters in length.
To remove a user, use the no username user command.

To delete or change a password, remove and reenter the user
with the new password.

Passwords can include special characters. As of SFTOS 2.5.1.3,
the following characters are supported: , . {}|. (period, comma,
open bracket, close bracket, bar)

copy Privileged Exec This will save passwords and all other changes to the device.
system:running-config If you do not save the configuration by doing this command, all
nvram:startup-config configurations will be lost when a power cycle is performed on the

switch or when the switch is reset.

In a stacking environment, the running configuration is saved in all
units of the stack.

logout User Exec and Logs the user out of the switch.
Privileged Exec

Management IP Address

To view and manage network parameters, you set up the management IP address (see below)
so that you can use the following management methods:

» Simple Network Management Protocol (SNMP)

+ SSH

o Telnet

Note: Helpful Hint: After configuring the network parameters, enter write (same effect
- as executing the copy system:running-config nvram:startup-config command),
in Privileged Exec mode, so that the management configuration changes are not lost.
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To configure the management IP address, use the following commands:

Command Syntax

Command Mode

Purpose

show interface

Privileged Exec

Displays the Network Configurations

managementethernet IP Address: IP Address of the interface. Default IP is 0.0.0.0
Subnet Mask: IP Subnet Mask for the interface. Default is 0.0.0.0
Default Gateway: The default Gateway for this interface. Default
value is 0.0.0.0
Burned in MAC Address: The Burned in MAC Address used for
in-band connectivity
Locally Administered MAC Address: Can be configured to allow a
locally administered MAC address
MAC Address Type: Specifies which MAC address should be used
for in-band connectivity
Network Configurations Protocol Current: Indicates which network
protocol is being used. Default is none.
Management VLAN Id - Specifies VLAN id
Web Mode: Indicates whether HTTP/Web is enabled.
Java Mode: Indicates whether Java mode is enabled.
interface Global Config Invokes the (Config-if-ma)# prompt, at which you can execute the ip
managementethernet address command.

ip address ipaddr
netmask

Interface Config

Configure the management IP address and subnet mask:
IP Address range from 0.0.0.0 to 255.255.255.255
Subnet Mask range from 0.0.0.0 to 255.255.255.255

management route
default gateway

Global Config

Set the default gateway.
Gateway Address range from 0.0.0.0 to 255.255.255.255

For details on command syntax for the commands listed above, see General System
Management and Information Commands on page 61.
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Uploading from the Switch through XMODEM

To copy to a PC from the switch console port with XMODEM, use the following commands.

Command Syntax Command Mode Purpose

copy {nvram:startup-config | Privileged Exec The file types are:
nvram:errorlog | nvram:log | startup-config — configuration file
nvram:traplog} xmodem:// errorlog — Event log
filepath/filename log — System log

See copy on page 139 and the traplog — trap log

Getting Started chapter of the

: " ) This starts the upload and also displays the mode of
SFTOSConfiguration Guide.

uploading and the type of upload it is and confirms the
upload is taking place.

If you are using HyperTerminal, specify which file is to be
sent to the switch.

Note: Keywords and parameters that are shown within braces in syntax statements
=»| must be entered in the CLI. Keywords and parameters that are shown separated by a
bar in syntax statements indicate that you choose only one. For details, see Command
Syntax Conventions on page 49.

Downloading to the Switch through XMODEM

To download through the switch console port from a PC, use the following command:

Command Syntax Command Mode Purpose
copy xmodem://filepath/ Privileged Exec Sets the destination (download) datatype to be an image
filename (imagel or image2) or a configuration file
{nvram:startup-config | (nvram:startup-config).
imagel | image2} If you are using HyperTerminal, specify which file is to be sent
See copy on page 139. to the switch.
The switch will restart automatically after the code has been
downloaded.

Note: The software download option was expressed
before SFTOS 2.5.1 as copy xmodem://filepath/
filename system:image.
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Downloading from a TFTP Server

Before starting a TFTP server download, complete the Quick Start-up for the IP Address.

To download from a TFTP server, use the following command:

Command Syntax Command Mode Purpose

copy tftp://ipaddress/ Privileged Exec Sets the destination (download) datatype to be a software
filepath image (image1 or image2) or a configuration file
{nvram:startup-config | (nvram:startup-config).

imagel | image2} The URL must be specified as:

See copy on page 139. tftp://ipaddress/filepath (where filepath includes the

filename, such as s50/s50software.bin)

The nvram:startup-config option downloads the
configuration file.

The copy tftp://ipaddress/filepath imagel option
downloads the code to the image1 storage location in the
switch.

The software download option
was expressed before SFTOS
2.5.1 as system:image.

Resetting to Factory Defaults

To help configure factory defaults, use one of the following commands:

Command Syntax Command Mode Purpose

clear config Privileged Exec Enter yes when the prompt pops up to clear all the
configurations made to the switch. This option replaces the
current running-config with the most recent startup
configuration file. However, if the startup configuration file
has been modified from the factory default settings, this
command does not restore the system to factory defaults.

reload (or cold boot of the switch) Privileged Exec Enter yes when the prompt pops up that asks if you want to
reset the system.
Choose to reset the switch or cold boot the switch—both
work effectively. See reload on page 144, and see the
Getting Started chapter of the SFTOSConfiguration Guide.
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Using the Command Line
Interface

The command line interface (CLI) for SFTOS is the primary way to manage S-Series
switches, and is the focus of this book.

This chapter covers the following topics:

e Command Syntax Conventions on page 49

» Keyboard Shortcuts on page 53

»  Obtaining Help at the Command Line on page 53
e Using Command Modes on page 54

*  Mode-based Topology on page 55

*  Mode-based Command Hierarchy on page 58

e Flow of CLI Operation on page 60

Command Syntax Conventions

This guide uses the following conventions to describe command syntax:

Convention Description

keyword Keywords are in bold and must be entered in the CLI as listed.

parameter Parameters (variables) are in italics and require a number or word to be entered in the CLI.
The CLI online help shows parameters in brackets: <parameter>

X} Keywords and parameters that are shown within braces in syntax statements must be entered
in the CLI.

[X] Keywords and parameters that are shown within brackets in syntax statements are optional.

x|y Keywords and parameters that are shown separated by a bar in syntax statements require

you to choose one.

The following conventions apply to the command name:

» The command name is displayed in bold font. It must be entered exactly as shown.

»  When you have entered enough letters of a command name to uniquely identify the
command, you can press the space bar or Tab key to cause the system to complete the
word. For more keyboard shortcuts (speedkeys), see Keyboard Shortcuts on page 53.
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Command Format

Some commands, such as clear vlan, do not require parameters. Other commands have
parameters for which you must supply a value. Parameters are positional — you must enter
the values in the correct order. Optional parameters follow required parameters. For example:

snmp-server location /oc

e snmp-server location isthe command name.
* Joc is a parameter—a placeholder for a required value.

ip address ipaddr subnetmask

e ip address is the command name.

* ipaddr and subnetmask are two required parameters —
placeholders for two required values.

mtrace sourceipaddr [destination] [group]

* mtrace is the command name.
e sourceipaddr is a required parameter

» The parameters destination and group are in brackets to indicate
that they are optional parameters, and being in separate brackets
indicates that they are not mutually exclusive.

mac-type {local | burnedin}

* mac-type is the command name.

e The keywords local and burnedin are in curly braces and separated
by a veritcal bar to indicate that you must one. If, instead of curly
braces, brackets were used, a keyword would be optional.

Command Parameters

»  Parameters are order-dependent.

» Parameters are displayed in this document in italic font, which must be replaced with a
name or number.

» To use spaces as part of a name parameter, enclose it in double quotes. For example, the
expression "System Name with Spaces" forces the system to accept the spaces.

» Parameters may be mandatory values, optional values, choices, or a combination.
Words in italics (also sometimes shown in brackets: <parameter>) indicate that a
mandatory parameter must be entered in place of the brackets and text inside them.

[parameter]—square brackets indicate that an optional parameter may be entered in
place of the brackets and text inside them.

choicel | choice2—pipe indicates that only one of the parameters should be entered.

{parameter}—curly braces indicate that a parameter must be chosen from the list of
choices.
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“No” Form of a Command

“No” is a specific form of an existing command and does not represent a new or distinct
command. Only the configuration commands are available in the “no” form. The behavior
and the support details of the “no” form is captured as part of the mapping sheets.

Almost every configuration command has a “no” form. In general, use the “no” form to
reverse the action of a command or reset a value to the default. For example, the no
shutdown command reverses the shutdown of an interface. Use the command without the
keyword no to re-enable a disabled feature or to enable a feature that is disabled by default.

Common Command Parameters

ipaddr—This parameter is a valid IP address. Presently, the IP address can be entered in
these formats:

* a (32 hits)

* ab (8.24 bits)

* a.b.c (8.8.16 hits)
* ab.cd (8.8.8.8)

In addition to these formats, decimal, hexadecimal, and octal formats are supported through
the following input formats (where n is any valid hexadecimal, octal, or decimal number):

* 0xn (CLI assumes hexadecimal format)
e 0On (CLI assumes octal format with leading zeros)
* n (CLI assumes decimal format)

macaddr—The MAC address format is six hexadecimal numbers separated by colons, for
example 00:06:29:32:81:40.

areaid—Area IDs may be entered in dotted-decimal notation (for example, 0.0.0.1). An area
ID of 0.0.0.0 is reserved for the backbone. Area IDs have the same form as IP addresses, but
are distinct from IP addresses. The IP network number of the sub-netted network may be used
for the area ID.

routerid—The value of <router id> must be entered in 4-digit dotted-decimal notation (for
example, 0.0.0.1). A router ID of 0.0.0.0 is invalid.

unit/slot/port—Valid slot and port number separated by forward slashes. For example, 0/1
represents slot number 0 and port number 1.

logical unit/slot/port—Logical unit, slot and port number. This is applicable in the case of a
port-channel (LAG). The operator can use the logical unit/slot/port to configure the
port-channel.

character strings—Use double quotation marks to identify character strings, for example,
“System Name with Spaces”. An empty string (“”) is not valid.
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Addresses

Network addresses are used to define a link to a remote host, workstation or network.
Network addresses are shown using the following syntax:

Table 1 Network Address Syntax

Address Type Format Range

ipaddr 192.165.11.110 0.0.0.0 to 255.255.255.255
(decimal)

macaddr A7:C9:89:DD:A9:B3 hexadecimal digit pairs

Double quotation marks such as "System Name with Spaces" set off user defined strings. If
the operator wishes to use spaces as part of a name parameter then it must be enclosed in
double quotation marks.

Empty strings are not valid user-defined strings.

Command completion finishes spelling the command when enough letters of a command are
entered to uniquely identify the command word. The command may be executed by pressing
ENTER (command abbreviation) or the command word may be completed by pressing the
Tab key or Spacebar (command completion).

The value 'Err' designates that the requested value was not internally accessible. This should
never happen and indicates that there is a case in the software that is not handled correctly.

The value of '-----' designates that the value is unknown.

Annotations

The CLI allows the user to type single-line annotations at the command prompt for use when
writing test or configuration scripts and for better readability. The exclamation point (“!”)
character flags the beginning of a comment. The comment flag character can begin a word
anywhere on the command line and all input following this character is ignored. Any
command line that begins with the character ‘!’ is recognized as a comment line and ignored
by the parser.

Some examples are shown here:

1 Script file for displaying the ip interface

I Display information about interfaces

show ip interface 1/0/1 IDisplays the information about the first interface
1 Display information about the next interface

show ip interface 1/0/2

1 End of the script file
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Keyboard Shortcuts

The following key combinations (speedkeys, special characters) speed up use of the CLI:

Backspace—delete previous character

Ctrl-A—qgo to beginning of line

Ctrl-B—go backward one character

Ctrl-D—delete current character

Ctrl-E—go to end of line

Ctrl-F—go forward one character

Ctrl-H—display command history or retrieve a command
Ctrl-l—complete a keyword

Ctrl-K—delete to end of line

Ctrl-N—go to next line in history buffer

Ctrl-P—go to previous line in history buffer
Ctrl-T—transpose previous character

Ctrl-U, X—delete to beginning of line

Ctrl-W—delete previous word

Ctrl-Z—return to root command prompt

Delete key—delete next character

Tab key or space bar—keyword completion in command line

Exit—go to next lower command prompt

Obtaining Help at the Command Line

As soon as you are in a command mode, there are several ways to access help:

» To obtain a list of keywords at any command mode, do the following:

Enter a ? at the prompt or after a keyword. There must always be a space before the 2.

» To obtain a list of keywords with a brief functional description, do the following:
Enter help at the prompt.

» To obtain a list of available options, do the following:
Type a keyword followed by a space and a ?

»  Type a partial keyword followed by a ?
A display of keywords beginning with the partial keyword is listed.
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Figure 1 illustrates the results of entering ? to get a list of possible keywords.

/?EorcelO) #show ? ‘\\

access-lists Display Access List information.

arp Display Address Resolution Protocol cache.

authentication Display ordered methods for authentication lists

bootpdhcprelay Display the value of BOOTP/DHCP relay parameters.

class-map Display DiffServ Class information.

classofservice Display class of service information.

diffserv Display DiffServ information.

dotlg-tunnel Display double VLAN Tunneling configuration.

dotlx Display dotlx information.

dvlan-tunnel Display double VLAN Tunneling configuration.

forwardingdb Display Forwarding Database aging time.

garp Display Generic Attribute Registration Protocol
information.

gmrp Display GMRP interface information.

gvrp Display GARP VLAN Registration Protocol parameters.

hardware Display vital product data.

igmpsnooping Display IGMP Snooping information.

interface Display summary statistics for a specific port or for
the entire switch.

interfaces Display Interfaces Information.

ip Display IP information.

logging Display logging and eventlog parameters.

--More-- or (Q)uit

(Forcel0) #show terminal

Command not found / Incomplete command. Use ? to list commands.

(Forcel0) #show terminal ?

length Display terminal length.

(Forcel0) #show terminal length ?

<cr> Press Enter to execute the command.

Figure 1 Partial Keyword Example

Using Command Modes

The CLI of SFTOS follows the industry convention of mode-based access to functionality,
grouping all of the CLI commands in appropriate modes according to the nature of the
commands. In other words, each of the command modes supports specific, related SFTOS
software commands. You specify through CLI commands which mode you want to access,
and then, in that mode, you enter commands that are specific to that mode. For example, if
you want to configure a VLAN, you would first enter the Interface VLAN mode by entering
the command interface vlan vianid at a prompt in the Global Config mode.

The following command-mode tree diagram provides an overview of the names of the modes
and how they relate to each other. The User Exec mode at the top of the tree is the mode you
enter when you access the CLI.
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Mode-based Topology

As detailed above, the CL1 is built on a mode concept, where related commands are grouped
together within modes that you access with particular mode-access commands. The
mode-access commands are listed in Table 2 on page 56. Access to the modes is depicted in a
tree format in Figure 2.

Note: Except for the Interface Range mode or its child modes—Ethernet Range mode,
=»| Port Channel mode, and VLAN Range mode—and the TACACS Config mode, the
diagram shows modes that are in the Layer 2 Package of SFTOS or the Layer 3
Package of SFTOS. Those in the Layer 3 Package include the various “Router”
modes.

The Lisar Exec commands
are also accessible in the

Privileged Exec mode.

r——-—-

HRetum to the User Exec
prompt

| Global Config

L i
l ¥ ¥
MAC Access List DHCP Paal
Emee =
A J Router OSPF '

Interface ¥LAN Eonfig

r

e Router RIP Flacking
lace Ramge
Policy Class 4 Comfig Canfig

Figure 2 CLI Mode Diagram
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Note: Previous to Release 2.3, the VLAN mode was accessed from the Privileged
=-> Exec mode with the command vlan database. Starting in Release 2.3, you access
the mode from the Global Config mode with the command interface vlan vianid.

Note: Some modes may be unavailable, depending on the installed SFTOS image.

Access to all commands beyond the User Exec mode can be restricted through the enable
password, which you set with the enable passwd command. See enable passwd on
page 143.

The following table shows the relationship of the command mode names to the prompts
visible in the mode and the exit method from that mode. The first three rows in the table are
organized in the sequence in which you would access the child modes. Beyond the Global
Config mode, the modes are either accessed from the Global Config mode or from the mode
listed in the row above.

The hostname in the Prompt column is a placeholder for the prompt name that you create
using the hostname command. For example, if you use “Speedy”, the User Exec prompt is
Speedy>, the Privileged Exec prompt is Speedy#, and the Global Config prompt is Speedy
(config) #. For details, see Figure 2 on page 55 and Mode-based Command Hierarchy on
page 58.

Table 2 Command Modes

Command Mode

Mode Access Method Prompt Exit or Access Previous Mode

User Exec

This is the first level of hostname > Enter logout.
access. Perform basic tasks
and list system information.

Privileged Exec In the User Exec mode, hostname # To exit to the User Exec mode, enter
enter the enable exit or press Ctrl-Z.
command.

Global Config In the Privileged Exec mode, hostname (Config)# To exit to the Privileged Exec mode, enter
enter the configure the exit command, or press Ctrl-Z to
command. switch to the User Exec mode.

Class Map In the Global Config mode, hostname (Config-classmap)# To exit to the Global Config mode, enter
enter the class-map the exit command. To return to the User
command Exec mode, enter Ctrl-Z.

DHCP Pool Config In the Global Config mode, hostname (Config-dhcp-pool)# To exit to the Global Config mode, enter
enter the ip dhcp pool the exit command. To return to the User
pool-name command. Exec mode, enter Ctrl-Z

Interface Config In the Global Config mode,  hostname (Interface "if To exit to the Global Config mode, enter
enter the interface unit/ number")# the exit command. To return to the User
slot/port command. Exec mode, enter Ctrl-Z.

Interface Port In the Global Config mode,  hostname (Interface "if-po- To exit to the Global Config mode, enter

Channel Config enter the interface port number")# the exit command. To return to the User
channel command. Exec mode, enter Ctrl-Z.
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Table 2 Command Modes

Command Mode Mode Access Method

Prompt

Exit or Access Previous Mode

Interface Range In the Global Config mode,
enter the interface range
range command.

hostname
(conf-if-range-range)#, where
range consists of the specified
interface range. For example,
for VLANs 100-200, the
prompt is hostname
(conf-if-range-vl-100-200)#

To exit to the Global Config mode, enter
the exit command. To return to the User
Exec mode, enter Ctrl-Z.

The Ethernet Range mode, Port Channel
mode, and VLAN Range mode are the
three child modes of the Interface Range
mode. The exit command returns you to
the Interface Range mode.

Interface VLAN In the Global Config mode,
enter the command
interface vlan vianid.

hostname (conf-if-vl-vlan-id) #

To exit to the Global Config mode, enter
the exit command, or press Ctrl-Z to
switch to the User Exec mode.

Line Config Mode In the Global Config mode,
enter the lineconfig

hostname (line) #

To exit to the Global Config mode, enter
the exit command. To return to the User

extended command

command Exec mode, enter Ctrl-Z.
Mac Access List In the Global Config mode,  hostname (Mac-Access-List To exit to the Global Config mode, enter
Config enter the mac access-list Config)# the exit command. To return to the User

Exec mode, enter Ctrl-Z.

enter the class command

(Config-policy-classmap)#

Interface In the Global Config mode,  hostname (Config-if-ma)# To exit to the Global Config mode, enter
ManagementEther enter the interface the exit command. To return to the User
net managementethernet Exec mode, enter Ctrl-Z.
command
Policy Map In the Global Config mode,  hostname To exit to the Global Config mode, enter
enter the policy-map (Config-policy-map)# the exit command. To return to the User
command Exec mode, enter Ctrl-Z.
Policy Class In the Policy Map mode hostname To exit to the Policy Map mode, enter the

exit command. To return to the User
Exec mode, enter Ctrl-Z.

Router OSPF In the Global Config mode,
Config enter the router ospf
command

hostname (Config-router)#

To exit to the Global Config mode, enter
the exit command. To return to the User
Exec mode, enter Ctrl-Z.

Router RIP Config In the Global Config mode,
enter the router rip
command

hostname (Config-router)#

To exit to the Global Config mode, enter
the exit command. To return to the User
Exec mode, enter Ctrl-Z.

Stacking Config In the Global Config mode,
enter the stack command.

hostname (Config-stack )#

To exit to the Global Config mode, enter
the exit command. To return to the User
Exec mode, enter Ctrl-Z.

TACACS Config In the Global Config mode,
enter the tacacs-server
host ip-address
command.

hostname (Tacacs)#

To exit to the Global Config mode, enter
the exit command. To return to the User
Exec mode, enter Ctrl-Z.
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Mode-based Command Hierarchy

As introduced above, the CLI is divided into various modes. Commands in a particular mode
are not available until the operator switches to that mode, with the exception of the User Exec
mode commands. The User Exec mode commands may also be executed in the Privileged
Exec mode.

The commands available to the operator at any point in time depend upon the mode. Entering
a question mark (?) at the CLI prompt displays a list of the available commands, along with
descriptions of the commands.

The CLI provides the following modes:

User Exec Mode. When the operator logs into the CLI, the User Exec mode is the initial
mode. The User Exec mode contains a limited set of commands.
Command Prompt: hostname >

Note: The hostname here is a placeholder for the prompt that you create using the
=» | hostname command. See hostname on page 64.

Privileged Exec Mode. To have access to the full suite of commands, you must enter the
Privileged Exec mode. The Privileged Exec mode requires password authentication. In
Privileged Exec mode, you can issue any User Exec mode command or enter the Global
Config mode. Command Prompt: hostname #

Global Config Mode. This mode permits you to make general modifications to the running
configuration. From the Global Configuration mode, you can enter all of the
configuration-specific modes listed below. Command Prompt: hostname (Config)#

From the Global Config mode, you may enter the following configuration modes:

Interface Port Channel Config Mode. This mode, introduced in SFTOS Version 2.5.1,
groups commands pertaining to port channels.

Interface Config Mode. Many features are enabled for a particular interface. The Interface
commands enable or modify the operation of an interface.

In this mode, a physical port is set up for a specific logical connection operation. The
Interface Config mode provides access to the router interface configuration commands.
Command Prompt: hostname (Interface <unit/slot/port>)#

The resulting prompt sequence for the interface configuration command entered in the Global
Configuration mode is shown here:

hostname (Config)# interface 1/0/1
hostname (Interface 1/0/1)#

DHCP Pool Config Mode. Use the ip dhcp pool pool-name command to access the
DHCP Pool Config. The mode is used for configuring the switch as a DHCP server.
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Line Config Mode. Use this mode to configure the console interface. You may configure
the interface from the directly connected console or the virtual terminal used with Telnet.
Command Prompt: hostname (Line)#

Policy Map Mode. Use the policy-map <policy-name>command to access the QoS
policy map configuration mode to configure the QoS policy map. The prompt sequence is:

hostname (Config)# policy map <policy name>
hostname (Config-policy-map)#

Policy Class Mode. Use the class <class-name> command to access the QoS
policy-classmap mode to attach/remove a diffserv class to a policy and to configure the QoS
policy class. The prompt sequence is:

hostname (Config policy-map)# class <class name>
hostname (Config-policy-classmap)#

Class Map Mode: This mode consists of class creation/deletion and matching commands.
The class match commands specify Layer 2, Layer 3 and general match criteria. Use the
class-map class-map-name commands to access the QoS class map configuration mode to
configure QoS class maps. The prompt sequence is:

hostname (Config)# class-map <class-map-name>
hostname (Config class-map)#

Router OSPF Config Mode: In this mode, you can access the router OSPF configuration
commands. The prompt sequence is:

hostname (Config)# router ospf
hostname (Config router)#

Router RIP Config Mode: In this mode, you can access the router RIP configuration
commands. The prompt sequence is:

hostname (Config)# router rip
hostname (Config router)#

MAC Access List Config Mode. Use the MAC Access-List Config mode to create a
MAC access-List and to enter the mode containing mac access-list configuration commands.
The prompt sequence is:

hostname (Config)#mac-access-list extended name

hostname (Config-mac-access-list)#

TACACS Config Mode. Use this mode to configure the connection parameters to a
TACACS+ user authentication server.

Stack Config Mode. Use the stack command to access the Stack Config mode for
stacking S50 switches.

VLAN Mode. (formally called the Interface Vlan Config mode, or more simply, the
Interface Vlan mode) This mode groups all the commands pertaining to VLANS.
Command Prompt: hostname (conf-if-vl-vian-id)#

Note: Before Release 2.3, the VLAN mode was accessed from the Privileged Exec
=»| mode. With Release 2.3, the mode is accessed from the Global Config mode by
entering the command interface vlan vianid.
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Flow of CLI Operation

1.

You log into the CLI session and enter the User Exec mode. In the User Exec
mode, the “hostname > prompt is displayed on the screen.

The parsing process is initiated whenever you type a command and press
ENTER. The command tree is searched for the command of interest. If the com-
mand is not found, the output message indicates where the offending entry begins.

For instance, the Privileged Exec mode has the command show arp brief. If you
attempt to execute the command, but you enter an extra “p” in “arpp”, then the
output message displays the A marker under the extra “p”, followed by

“swinvalid input detected at "~" marker.”

Another typical case when an error message appears is when you have entered an
invalid input parameter in the command. The A marker shows where in the com-
mand the first character of invalid input was detected.

After all the mandatory parameters are entered, any additional parameters entered
are treated as optional parameters. If any of the parameters are not recognized, a
syntax error message will be displayed.

After the command is successfully parsed and validated, the control of execution
goes to the corresponding CLI callback function.

For mandatory parameters, the command tree extends until the mandatory param-
eters make the leaf of the branch. The callback function is only invoked when all
the mandatory parameters are provided. For optional parameters, the command
tree extends till the mandatory parameters and the optional parameters make the
leaf of the branch. However, the callback function is associated with the node
where the mandatory parameters are fetched. The callback function then takes
care of the optional parameters.

Once the control has reached the callback function, the callback function has
complete information about the parameters entered.
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System Management
Commands

The commands in this chapter either manage the switch in general, configure management
interfaces, or show current management settings. For every configuration command, there is a
show command that displays the configuration setting.

This chapter contains the following major sections:

»  General System Management and Information Commands on page 61
e Telnet Commands on page 99

« Serial Commands on page 103

*  SNMP Management Commands on page 105

Note: See also Chapter 5, System Configuration Commands, on page 117
=»| and Chapter 8, System Logs, on page 207.

General System Management and Information Commands

This section describes the following commands:

e cx4-cable-length on page 62

e diron page 63

* hostname on page 64

» interface managementethernet on page 65
e ip address (management) on page 65
* mac-address on page 66

* mac-type on page 66

e management route default on page 67
* network mac-address on page 68

e network mac-type on page 68

e network parms on page 69

» network protocol on page 69

e protocol on page 69
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cx4-cable-length

show arp switch on page 70

show cx4-cable-length on page 70
show ethernet

show hardware on page 73

show interface on page 74

show interface ethernet on page 77
show interface managementethernet on page 85
show interface switchport on page 86
show interfaces on page 87

show logging on page 88

show mac-addr-table on page 88
show memory on page 90

show msglog on page 91

show network on page 91

show process cpu on page 92

show running-config on page 93
show sysinfo on page 95

show version on page 97

show tech-support on page 96

See also the show commands in the logging chapter, System Logs on page 207.

cx4-cable-length

Syntax

Parameters

Default

Mode

Command
History

Configure the length of the cable to be connected to the selected CX4 port.

[no] cx4-cable-length {long | medium | short}

long | medium | short

selected port:

short = 60cm, 1m, and 3m
medium =5m

long = 10m, 15m

medium

Interface Config

Version 2.5.1 Introduced
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dir

Example
/E;rcelo #config ‘\\

ForcelO Config#interface config 1/0/49

ForcelO (Interface 1/0/49)# cx4-cable-length long
ForcelO0 (Interface 1/0/49)#exit

ForcelO Config#interface config 1/0/50

ForcelO (Interface 1/0/50)#no cx4-cable-length
ForcelO0 (Interface 1/0/50)#exit

ForcelO Config#exit

ForcelO #show cx4-cable-length

Interface CX4 Cable Length Setting
1/0/49 long

1/0/50 medium

ForcelO #

\ /

Figure 3 Example of CX4 Cable Length Configuration

Related
Commands

show cx4-cable-length Displays CX4 cable lengths connected to the system.

dir
This command displays the directory structure and files stored in NVRAM.
Syntax  dir nvram

Default none

Mode  Privileged Exec

Command

History Version 2.3 Introduced
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hostname

Example

/E;rcelo #dir nvram ‘\\
RamDiskVol :filesystem>
sslt.rnd 1024
dhcpsLeases.cfg 85088
startup-config 6392
Filesystem size 4179968
Bytes used 92504
Bytes free 4087464
CodeStorVol :>
log2.bin 131040
slog0.txt 0
olog0.txt 0
mrt.log 0
--More-- or (Q)uit
Filesystem size 20022272
Bytes used 131040
Bytes free 19891232
ForcelO#

Figure 4 Example of dir nvram Command Output

Change the text that appears as part of the CLI prompt.

Syntax hostname hostname

P t i i
arameters " hostname Enter the desired text for the prompt, up to 64 alphanumeric

characters.

Default  ForcelO (For example, the User Exec prompt appears as “Forcel0-S50 >.)

Mode  Global Config

Command

History Version 2.3 Modified: Moved from Privileged Exec mode to Global Config mode.

Version 2.2 Replaced set prompt command.
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interface managementethernet

Interface managementethernet

Syntax

Mode

Command
History

Usage
Information

Related
Commands

This command invokes the Interface ManagementEthernet mode (uses
the (Config-if-ma) # prompt), where you can set up a management IP interface. For
details on management interfaces, see the Management chapter of the SFTOS Configuration

Guide.

interface managementethernet

Global Config

Version 2.3 Introduced

This command provides access to the following network configuration command groups:

Table 3 Interface ManagementEthernet Mode Command Families

ip Configure network parameters of the switch.

mac-address Configure MAC Address.

mac-type Select the locally administered or burnedin MAC address.
vlan Configure the Management VLAN ID of the switch.
protocol Select DHCP, BootP, or None as the network config protocol

ip address (management)

Configures the IP address of the management interface.

mac-address

Configure the MAC address of the management interface.

mac-type

Configure the MAC type of the management interface.

management route default

Set the IP gateway of the switch

protocol

Set the network protocol of the management interface.

show interface

Display a summary of statistics for a specific port, including the
management port, or a count of all CPU traffic based upon the
argument.

vlan participation (management
VLAN only)

Set the VLAN ID of the management interface.

Ip address (management)

Syntax

This command configures the IP address of the management interface.

ip address ipaddr subnetmask

The value for ipaddr is the IP Address of the management interface.
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mac-address

Mode

Command
History

Related
Commands

The value for subnetmask is a 4-digit dotted-decimal number which represents the subnet
mask of the interface.

Enter no ip address to remove the IP Address and subnet mask.

Interface ManagementEthernet — (Config-if-ma)# prompt within the Global Config mode

Version 2.3 Introduced: Replaces the network parms command for the IP address and
subnet mask components of the management address.

management route default Sets the IP gateway of the switch.

interface managementethernet Invokes the Interface ManagementEthernet mode.
ip address (routed) Configures an IP address on a routed interface.
show interface Displays a summary of statistics for a specific port,

including the management port, or a count of all CPU
traffic based upon the argument.

mac-address

Syntax

Default
Mode

Command
History

Related
Commands

mac-type

Syntax

Default

Configure the MAC address to be used for the management VLAN.
mac-address mac-address

None

Interface ManagementEthernet

Version 2.3 Introduced. Replaces the network mac-address command.
management route default Sets the IP gateway of the switch.
interface managementethernet Invokes the Interface ManagementEthernet mode, the

(Config-if-ma)# prompt.

Configure the MAC address to be used for the management VLAN.
mac-type {local | burnedin}

None
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management route default

Mode

Command
History

Related
Commands

Interface ManagementEthernet

Version 2.3 Introduced. Replaces the network mac-type command.

interface managementethernet Invokes the Interface ManagementEthernet mode, the

(Config-if-ma)# prompt.

management route default

Syntax

Parameters

Mode

Command
History

Usage
Information

This command sets the IP gateway of the switch. The management IP address (configured
with the ip address, above) and the gateway must be on the same subnet.

management route default gateway

gateway Valid IP address

Use no management route default to remove the gateway.

Global Config

Version 2.3 Introduced: Replaces the network parms command for the gateway part of the

management address.

Use this command along with the ip address command to configure the management
address of the switch. Execute the interface managementethernet command from Global
Config mode to access the ip address command, as shown in the following example.

=p | Note: The IP Address and the gateway must be on the same subnet.
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network mac-address

Example
(s50-1) (Config)#management route default 10.10.1.254 A\\\
(s50-1) (Config)#interface managementethernet
(Config-if-ma)#ip address 10.10.1.251 255.255.255.0
(Config-if-ma)#exit
(s50-1) (Config)#ip http server enable
(s50-1) (Config)#exit
(s50-1) #
(s50-1) #show interface managementethernet

IP Address. . ... 10.10.1.151
Subnet Mask. ... 255.255.255.0
Default Gateway. ..o e e e e cceecccaaaaaan 10.10.1.254
Burned In MAC Address. ... ... aaaaan- 00:01:E8:D5:A0:39
Locally Administered MAC Address............... 00:00:00:00:00:00
MAC AdAress TYPe. oo e e i e e e e e eee e e aeaaaan Burned In

Network Configuration Protocol Current....._._... None

Management VLAN ID. ... ... . i 1

Web Mode. .. ... .. e Enable

Java Mode. . ... Disable

- /

Figure 5 Example of Configuring Management Address

Related

interface managementethernet Invokes the (Config-if-ma)# prompt, where you can set up a
Commands . .
management IP interface (the ip address command; see next).
ip address (management) Configures the IP address of the management interface.
show interface Displays a summary of statistics for a specific port, including the
management port, or a count of all CPU traffic based upon the
argument.

network mac-address

This command is replaced by the mac-address command in Version 2.3.

Mode  Privileged Exec

Command

History Version 2.3 Introduced. Replaced by the mac-address command.

network mac-type

This command is replaced by the mac-type command in Version 2.3.

Mode  Privileged Exec

Command

History Version 2.3 Introduced. Replaced by the mac-type command.
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network parms

network parms

Command - -

History Version 2.3 Deprecated: Replaced, in part, by management route default for the gateway part of
the management address. Replaced, in part, by interface managementethernet and
ip address (management).

network protocol

This command is replaced by the protocol command in Version 2.3.

Mode  Privileged Exec

Command Version 2.3 |
History ersion 2. Introduced. Replaces the protocol command.

protocol

This command specifies the network configuration protocol to be used for the management
VLAN.

Syntax protocol {none | bootp | dhcp}
If you modify this value, the change is effective immediately. The bootp keyword indicates
that the switch periodically sends requests to a Bootstrap Protocol (BootP) server or a DHCP
server until a response is received. The none keyword indicates that the switch should be
manually configured with IP information.

Default none

Mode Interface ManagementEthernet

Command -
History Version 2.3 Introduced. Replaces the network protocol command.
Related -
management route default Sets the IP gateway of the switch.
Commands
interface managementethernet Invokes the (Config-if-ma)# prompt.
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show arp switch

show arp switch

Syntax

Mode

Example

Report Fields

Related
Commands

This command displays connectivity between the switch and other devices. The Address
Resolution Protocol (ARP) cache identifies the MAC addresses of the IP stations
communicating with the switch.

show arp switch

Privileged Exec

(ForcelO ) #show arp switch
MAC Address IP Address Interface

Figure 6 show arp switch Command Example

MAC Address—A unicast MAC address for which the switch has forwarding and/or filtering information.
The format is 6 two-digit hexadecimal numbers that are separated by colons, for example
01:23:45:67:89:AB

IP Address—The IP address assigned to each interface

Interface—Ports, displayed as unit/slot/port

show arp Displays the Address Resolution Protocol (ARP) cache, all the ARP entries learned

through the routing engine.

show cx4-cable-length

Syntax

Default

Mode

Command
History

Usage

Related
Commands

Display the cable lengths of the cables connected to CX4 cards in the system.
show cx4-cable-length
none

EXEC privilege

Version 2.5.1 Introduced

See Figure 3 on page 63.

cx4-cable-length Set the cable length of the cable connected to the CX4 card at the port.
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show ethernet

show ethernet

This command displays detailed statistics for a specific port or for all CPU traffic based upon
the argument.

Syntax  show ethernet {switchport | unit/slot/port|1-3965}

Parameters p ) . - ) ;
switchport Display statistics for the entire switch. See the example output in
Figure 7, below.
unit/slot/port Enter interface in unit/slot/port format. See the example output in
Figure 8 on page 72.
1-3965 Enter a VLAN ID.

Mode  Privileged Exec

show interface ethernet Displays detailed statistics for a specific port or for all CPU traffic based
upon the argument.

show tech-support Displays a compilation of many “show” commands

Example 1
/fEércelO) #show ethernet switchport 4\\\

Total Packets Received (Octets)................ 0

Unicast Packets Received. .. ... ... ... ... ....... 0

Multicast Packets Received....... ... .. ........ 0

Broadcast Packets Received...... ... ... ... ..... 0

Octets Transmitted. ... .. ... . iieiaaeaaaaanan 0

Unicast Packets Transmitted. ... ... ... ... ....... 0

Multicast Packets Transmitted......._..._........ 0

Broadcast Packets Transmitted.................. 0

Most Address Entries Ever Used................. 1

Address Entries Currently in Use............... 1

Maximum VLAN Entries. ... ... aieaaeaann 3965

Most VLAN Entries Ever Used.................... 1

Static VLAN Entries. ..o oo i e e e e eeeaaaas 1

Dynamic VLAN Entries. ... ... ... iiiiaaaaaaan 0

VLAN Deletes. . ..o e e e e e e e e ieeeaas 0

Time Since Counters Last Cleared............... 0 day O hr 11 min 7 sec

\ )

Figure 7 Example of show ethernet switchport Output
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show ethernet

Example 2

/fEbrcelO) #show ethernet 1/0/1

o

1574812 Normal ‘\\

Y

Admin Mode. ..o oo e e e Disable
Physical Mode. . ... ... .. i Auto
Physical Status. .. ... ... ... iiiiiiaaaaaann Down
1S 01 o 0 - None
DUPleX . .o e eaaaaaan N/A
Link Status. . ..o i i e e e e Down
MAC AdAreSS. - v i i e e i e d e e e aaaaaaan 0001.E8D5.BBDE
Native Vlan. ... .. e e 1
Total Packets Received (Octets)................ 0
Packets Received > 1522 Octets. . ............... 0
Packets RX and TX 64 Octets. . ... ... ... ... ..... 0
Packets RX and TX 65-127 Octets................ 0
Packets RX and TX 128-255 Octets............... 0
Packets RX and TX 256-511 Octets............... 0
Packets RX and TX 512-1023 Octets.............. 0
Packets RX and TX 1024-1518 Octets............. 0
Packets RX and TX 1519-1522 Octets............. 0
Packets RX and TX 1523-2047 Octets............. 0
Packets RX and TX 2048-4095 Octets............. 0
Packets RX and TX 4096-9216 Octets............. 0
Total Packets Received Without Errors.......... 0
Unicast Packets Received. ... ... ... ... ... ....... 0
Multicast Packets Received. ... ... ... .. ........ 0
Broadcast Packets Received...... ... ... ... ..... 0
Jabbers Recelved. ... ... . .. . i 0
Fragments Received. .. ... ... ... iiiiiiiaaann 0
Undersize Received. ... ... . oo 0
Alignment ErrorS. ... ... 0
FCS ErrorS. ... e e e e e e eeaeaeaaaaan 0
(01772 ol 1 0 0
Total Received Packets Not Forwarded........... 0
Local Traffic Frames. .. ... ... oo ee e aaaaan 0
802.3x Pause Frames Received................... 0
Unacceptable Frame Type...... ... .. . ... ... 0
Multicast Tree Viable Discards................. 0
Reserved Address Discards. . .......cooooeoaaaa.. 0
Broadcast Storm Recovery. ... ... .coocccccaaaans 0
CFl DisCards. ..o e et e e ee e e e 0
Upstream Threshold. . ... .. ... ... .. ... ... 0
Total Packets Transmitted (Octets)............. 0
Max Frame Size. ... e e e e e eeeaaaann 1518
Unicast Packets Transmitted.......... ... ....... 0
Multicast Packets Transmitted..... ... .......... 0
Broadcast Packets Transmitted.................. 0
FCS ErrorS. ... e e e e e e e aeaeaeaeaaaaan 0
TX OVersSized. - oo i i e e e aeeaeaaann 0
Underrun ErrorS. . ... e e e e e e e 0
Single Collision Frames. ... ... .. ... .. ....... 0
Multiple Collision Frames..... ... ... . ....--. 0
Excessive Collision Frames...... ..o oeoaao.. 0
Port Membership Discards. .. ... ... ... ... ..... 0
802.3x Pause Frames Transmitted................ 0
GVRP PDUs received. ... ... oo iiaaaaaann 0
GVRP PDUs Transmitted. .. ... ... . oo oaaannn 0
GVRP Failed Registrations....... ... .. ......... 0
GMRP PDUs Recelved. ... ... oo i e eaa e e e 0
GMRP PDUs Transmitted. .. ... ... . oo aaeaannn 0
GMRP Failed Registrations....... ... .. ... ...... 0
STP BPDUs Transmitted. ... ... ... . oo oaeaaaaan. 0
STP BPDUs Received. ... ... e e e eeaeaaann 0
RSTP BPDUs Transmitted......... ... .o aooo.. 0
RSTP BPDUs Receilved. .. ..o i i e e e ieaeeaas 0
--More-- or (Q)uit

MSTP BPDUs Transmitted......... ... .o oooooo... 0
MSTP BPDUs Receilved. . . ... e i i e e eeaaeaann 0
EAPOL Frames Transmitted...... ... ... ... ... ..... 0
EAPOL Start Frames Received..... ... ... ... ..... 0

Time Since Counters Last Cleared............... 0 day O hr 11 min 1 sec l//

Figure 8 Example of show ethernet unit/slot/port Output
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show hardware

This command displays inventory information for the switch.

Syntax show hardware

Mode  Privileged Exec

Command - — . - - .
History Version 2.5.1 Modified to include information about XFP/SFPs plugged into the system.
Example

/fEbrcelO#show hardware ‘\\
Switch: 1

System Description. ... ... Forcel0 48GE 4TENGIG L3 Stackable
switch

Vendor ID. ... e e eeeaaaaaa 07

Plant ID. . ... e e e e 01

Country Code. .o mi e i e e e e caaaaaan 04

Date Code. ..o i e e e e e

Serial Number. ... ... ... e 3232322

Part Number. .. ... .. e e e e e

REeVESION. L. e aaaaaan

Catalog Number. .. ... .. SA-01-GE-48T

Burned In MAC AdAressS. . ..o i oo i e ie e eeaaean 00:02:03:04:05:06

Software Version. ... ... i e e e e e 0.0.0.0

Additional Packages. .. ... ... . ... ... ... Forcel0 QOS

Forcel0 Stacking

Additional XFP/SFP Modules

Vendor Name. ..o i e e e e e e e e e e aaaan FINISAR CORP.

Serial Number. . ... ... . e P11LY41

Part Number. . ... ... .. e e e FTRJ-8519-7D

Vendor Name. . ... e e e e e e eeeaaaan FINISAR CORP.

Serial Number. ... ... .. . .- P6D15NC

Part Number. .. ... .. i e e e e FTRJ1319P1BTL

\ /

Figure 9 Example of Using show hardware Command
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show interface

Related
Commands

Table 4 Fields in the Output of the show hardware Command

Field

Description

Switch Description

Text used to identify the product name of this switch

Vendor ID

Number used to identify the manufacturer of the device

Plant ID

Country Code

Date Code

Month and year of manufacture of the switch

Serial Number

The unique box serial number for this switch

Part Number

Manufacturing part number

Revision

Catalog Number

The catalog number of the switch

Burned in MAC Address

Universally assigned network address

Software Version

The version of the SFTOS software currently running on the switch,
expressed as base release.version.revision.

Additional Packages

The software modules that are incorporated into this version of SFTOS

show cx4-cable-length

Displays CX4 cable lengths connected to the system.

show tech-support

Displays the output of many show commands, including this one.

show interface

Syntax

Parameters

Mode

This command displays a summary of statistics for a specific port or for the entire switch,
depending on the argument.

show interface {unit/slot/port | ethernet {switchport | unit/slot/port| 1-3965} |
loopback | managementethernet | switchport}

unit/slot/port

Enter the port number of a particular port to query, where unit is the
stack member, slot is always O (zero), and port is the port number.
The display parameters are shown below.

ethernet {switchport

See show interface ethernet on page 77.

| unit/slot/port |

1-3965}

loopback See show interface loopback on page 130.
managementethernet See show interface managementethernet on page 85.
switchport Enter the keyword to display a summary of statistics on Layer 2

interfaces. See show interface switchport on page 86.

Privileged Exec
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show interface

Command

History Version 2.5.1 Modified: Added port channel options and Native VLAN information to VLAN

output. Many report fields changed.

Usage Figure 10 shows an example of the show interface unit/slot/port report on the S50 model.
Information  Taple 5 contains an explanation of the report fields. Figure 11 on page 76 shows an example
of the report on the S50 model. Table 6 on page 76 contains the report fields.

See the links above or in the Related Commands section, below, for details on the other
options.

Example

ForcelO#show interface 1/0/2

Packets Received Without Error................. 0

Packets Received With Error...... ... ... ........ 0

Broadcast Packets Received..................... 0

Packets Transmitted Without Errors............. 579

Transmit Packet Errors. . ... ... ... . . ciioeoann. 0

Collision Frames. .. ..o i i e e e e caeaaaann 0

Time Since Counters Last Cleared.... ... ... ..... 0 day O hr 18 min 58 sec

Native Vlan. .. .. .. e e 1

Figure 10 S50: Output of the show interface unit/slot/port Command

The display parameters of the show interface command for the S50 model, when the
argument is unit/slot/port, are as follows:

Table 5 Fields in Output of show interface unit/slot/port Command

Field Description

Packets Received Without Error | The total number of packets (including broadcast packets and
multicast packets) received on the interface.

Packets Received With Error The number of inbound packets that contained errors preventing
them from being deliverable to a higher-layer protocol.

Broadcast Packets Received The total number of packets received that were directed to the
broadcast address. Note that this does not include multicast
packets.

Packets Transmitted Without Error | The total number of packets transmitted out of the interface.

Transmit Packet Errors The number of outbound packets that could not be transmitted
because of errors.

Collision Frames The number of packet collisions

Time Since Counters Last Cleared | The elapsed time, in days, hours, minutes, and seconds since the
statistics for this switch were last cleared.
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show interface

Related
Commands

//;;rcelo—SSOV#show interface 1/0/1

Packets Received Without Error................. 1555

Packets Received With Error....... ... ... ....... 0

Broadcast Packets Received....... . ... ... ....... 642

Packets Transmitted Without Errors............. 0

Transmit Packet Errors...... ... . . ... ooceooaa.. 0

Collision Frames. . ... .o e e e e ceaaaas 0

Time Since Counters Last Cleared............... 3 day 20 hr 59 min 6 sec
Native VIan. .. ... i e e aaeaaaa 1

Rate Info (interval 300 seconds):

ForcelO-S50V#

Packets Rx Rate Mbits/seC...... .o uueaaauaaaan 00.00
Packets Tx Rate Mbits/seC........ . ... ... ...... 00.00
Packets Rx Rate packets/seC....... ... . ...--. 00.00
Packets Tx Rate packets/seC......ccuceoaauaaaan 00.00
Packets Rx Line Rate. ... ... ... iiiaaaaaaaan 0.00%
Packets Tx Line Rate. . ... ... . oo aeaaaaan- 0.00%

/

Figure 11 S50V: Output of the show interface unit/slot/port Command

When the show interface unit/slot/port command is run on the S50V, the following
second group of fields is also displayed (these fields are displayed by the show interface
ethernet unit/slot/port command.):

Table 6 Fields in Output of show interface unit/slot/port Command

Field

Description

Packets Received Without Error

The total number of packets (including broadcast packets and
multicast packets) received on the interface.

Packets Received With Error

The number of inbound packets that contained errors preventing
them from being deliverable to a higher-layer protocol.

Broadcast Packets Received

The total number of packets received that were directed to the
broadcast address. Note that this does not include multicast
packets.

Packets Transmitted Without Error

The total number of packets transmitted out of the interface.

Transmit Packet Errors

The number of outbound packets that could not be transmitted
because of errors.

Collision Frames

The number of packet collisions

Time Since Counters Last Cleared

The elapsed time, in days, hours, minutes, and seconds since the
statistics for this switch were last cleared.

ip address (management)

Configures the IP address of the management interface.

show ethernet

Displays detailed statistics for a specific port or summary information
for all CPU traffic, based upon the argument.

show interface ethernet

Displays detailed statistics for a specific port or for all CPU traffic
based upon the argument.
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show interface ethernet

show interface switchport

Displays a summary of statistics on Layer 2 interfaces.

show interface
managementethernet

Displays information about the management interface to the switch.

show interfaces
port-channel

Displays detailed statistics for a specific LAG or summary information
for all LAGs, based upon the argument.

show ip interface

Displays summary information about IP configuration settings for all
ports in the router.

show interfaces

Displays information about a selected interface or VLAN

show Interface ethernet

Syntax

Parameters

Mode

Command
History

Usage
Information

This command displays detailed statistics for a specific port or for all CPU traffic based upon

the argument.

show interface ethernet {switchport | unit/slot/port| 1-3965}

switchport The display parameters for when switchport is entered, are shown
below the list for unit/slot/port.

unit/slot/port Valid unit, slot and, port number, separated by forward slashes. The
display parameters are shown below.

1-3965 VLAN ID

Privileged Exec

Version 2.5.1 Modified: Many report fields changed

This command displays distinctly different reports, depending on the entered parameter.

Figure 12 shows an example of the show interface ethernet report when the keyword
switchport is added. Table 7 on page 78 contains an explanation of the report fields.

Figure 13 shows an example of the show interface ethernet report when the argument is
unit/slot/port. Table 8 on page 80 contains an explanation of the report fields.
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show interface ethernet

Example 1

(Forcel0) #show interface ethernet switchport

Total Packets Received (Octets)................ 40648140
Unicast Packets Received...... ... ... ... 324
Multicast Packets Received. . ... ... ... ... ....... 307772
Broadcast Packets Received........ .. ... .. ...... 3
Receive Packets Discarded........ ... .......... 0

Octets Transmitted. ... ... ... ... ... oo... 42855160
Packets Transmitted Without Errors............. 319879
Unicast Packets Transmitted..... .. ... .......... 327
Multicast Packets Transmitted........_..._........ 307916
Broadcast Packets Transmitted.................. 11636
Transmit Packets Discarded....... ... ... ........ 0

Most Address Entries Ever Used................. 5
Address Entries Currently in Use............... 2
Maximum VLAN Entries. ... ... e e ieeeeaann 1024
Most VLAN Entries Ever Used...... ... .. ........ 2

Static VLAN Entries. ... ..o i e e ieeeeaann 2
Dynamic VLAN Entries. ... ... ... oo oaaaaaaaan 0

VLAN Deletes. ..o e e e e e eeeaaaaaan 0

Time Since Counters Last Cleared. .. ... ... ...... 2 day 16 hr 9 min 26 sec

/

Figure 12 Example of show interface ethernet switchport Output

The display fields of show interface ethernet, when the keyword switchport is added,

are as follows:

Table 7 Fields in Output of show interface ethernet switchport Command

Field

Description

Total Packets Received (Octets)

The total number of octets of data received by the processor
(excluding framing bits but including FCS octets).

Unicast Packets Received

The number of subnetwork-unicast packets delivered to a
higher-layer protocol

Multicast Packets Received

The total number of packets received that were directed to a
multicast address. Note that this number does not include
packets directed to the broadcast address.

Broadcast Packets Received

The total number of packets received that were directed to
the broadcast address. Note that this does not include
multicast packets.

Receive Packets Discarded

The number of inbound packets which were chosen to be
discarded even though no errors had been detected to
prevent their being deliverable to a higher-layer protocol. A
possible reason for discarding a packet could be to free up
buffer space.

Octets Transmitted

The total number of octets transmitted out of the interface,
including framing characters

Packets Transmitted without Errors

The total number of packets transmitted out of the interface

Unicast Packets Transmitted

The total number of packets that higher-level protocols
requested be transmitted to a subnetwork-unicast address,
including those that were discarded or not sent

Multicast Packets Transmitted

The total number of packets that higher-level protocols
requested be transmitted to a Multicast address, including
those that were discarded or not sent
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Table 7 Fields in Output of show interface ethernet switchport Command (continued)

Field

Description

Broadcast Packets Transmitted

The total number of packets that higher-level protocols
requested be transmitted to the Broadcast address,
including those that were discarded or not sent

Transmit Packets Discarded

The number of outbound packets which were chosen to be
discarded even though no errors had been detected to
prevent their being deliverable to a higher-layer protocol. A
possible reason for discarding a packet could be to free up
buffer space.

Most Address Entries Ever Used

The highest number of Forwarding Database Address Table
entries that have been learned by this switch since the most
recent reboot

Address Entries Currently in Use

The number of Learned and static entries in the Forwarding
Database Address Table for this switch

Maximum VLAN Entries

The maximum number of Virtual LANs (VLANS) allowed on
this switch

Most VLAN Entries Ever Used

The largest number of VLANS that have been active on this
switch since the last reboot

Static VLAN Entries

The number of presently active VLAN entries on this switch
that have been created statically

Dynamic VLAN Entries

The number of presently active VLAN entries on this switch
that have been created by GVRP registration

VLAN Deletes

The number of VLANS on this switch that have been created
and then deleted since the last reboot

Time Since Counters Last Cleared

The elapsed time, in days, hours, minutes, and seconds,
since the statistics for this switch were last cleared

Example 2
/fEércelO) #show interface ethernet 1/0/1 ﬁ\\\

137/ Normal
Admin Mode. . ..o e e e eaaaaa Enable
Physical Mode. ... ... i iee e e Auto
Physical Status. ... ... ... i Up
£ 1= o 1 Gig
LINK STatUS. - - i it i i e ee e d e e Up
MAC AdAreSS. .o i i i e e e e e e ceeeae e 0001 .E8D5.A0F8
Total Packets Received (Octets)................ 15508603844
Packets Received > 1522 OctetS.......ocooann.. 0
Packets RX and TX 64 Octets. ... ... coaoo.. 0
Packets RX and TX 65-127 Octets................ 216200946
Packets RX and TX 128-255 Octets............... 2441

\ET?re}

Figure 13 Example of show interface ethernet unit/slot/port Output (truncated)
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show interface ethernet

The show interface ethernet display fields, when the argument is unit/slot/port, are as

follows:

Table 8 Fields in Output of show interface ethernet unit/slot/port Command

Field

Description

Packets Received

Type Indicates current type of use of the port, such as “PC Mbr” to
indicate port channel member, “Mirror” to indicate source port
for port-mirroring, “Probe” to indicate destination port for
mirroring, and, most commonly, “Normal”.

Admin Mode Whether the port is administratively enabled or disabled

Physical Mode

Whether the port is physically up or down

Physical Status

Whether the port is physically connected or disconnected

Speed The port speed setting

Duplex

Link Status Whether the link is up or down.
MAC Address MAC address of the port
Native Vlan

Total Packets Received (Octets)

The total number of octets of data received by the processor
(excluding framing bits but including FCS octets).

Packets Received 1024-1518 Octets

The total number of octets of data (including those in bad
packets) received on the network (excluding framing bits but
including Frame Check Sequence (FCS) octets). This object
can be used as a reasonable estimate of Ethernet utilization. If
greater precision is desired, the etherStatsPkts and
etherStatsOctets objects should be sampled before and after a
common interval. The result of this equation is the value
Utilization which is the percent utilization of the ethernet
segment on a scale of 0 to 100 percent.

Packets Received > 1522 Octets

The total number of packets (including bad packets) received
that were greater than 1522 octets in length (excluding framing
bits but including FCS octets).

(The following fields appear in the
output in this sequence:)

Packets RX and TX 64 Octets
Packets RX and TX 65-127 Octets
Packets RX and TX 128-255 Octets
Packets RX and TX 256-511 Octets
Packets RX and TX 512-1023 Octets
Packets RX and TX 1024-1518 Octets
Packets RX and TX 1519-1522 Octets
Packets RX and TX 1523-2047 Octets
Packets RX and TX 2048-4095 Octets
Packets RX and TX 4096-9216 Octets

The total number of packets (including bad packets) received
and sent that were within the range of octets in length
(excluding framing bits but including FCS octets) specified by
the field label

Note: The 1519-1522 frame counter is incremented only
for VLAN-tagged frames. Untagged frames with that
size increment the >1522 counter (“Packets Received >
1522 Octets”.

Rate Info (interval 300 seconds):

Packets Rx Rate Mbits/sec

Packets Tx Rate Mbits/sec
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show interface ethernet

Table 8 Fields in Output of show interface ethernet unit/slot/port Command (continued)

Field

Description

Packets Rx Rate packets/sec

Packets Tx Rate packets/sec

Packets Rx Line Rate

Packets Tx Line Rate

Packets Received Successfully

Total Packets Received Without Errors

The total number of packets received that were without errors

Unicast Packets Received

The number of subnetwork-unicast packets delivered to a
higher-layer protocol

Multicast Packets Received

The total number of good packets received that were directed
to a multicast address. Note that this number does not include
packets directed to the broadcast address.

Broadcast Packets Received

The total number of good packets received that were directed
to the broadcast address. Note that this does not include
multicast packets.

Packets Received with MAC Errors

The total number of inbound packets that contained errors
preventing them from being deliverable to a higher-layer
protocol

Jabbers Received

The total number of packets received that were longer than
1518 octets (excluding framing bits, but including FCS octets),
and had either a bad Frame Check Sequence (FCS) with an
integral number of octets (FCS Error) or a bad FCS with a
non-integral number of octets (Alignment Error). Note that this
definition of jabber is different than the definition in IEEE-802.3
section 8.2.1.5 (10OBASES5) and section 10.3.1.4 (10BASE2).
These documents define jabber as the condition where any
packet exceeds 20 ms. The allowed range to detect jabber is
between 20 ms and 150 ms.

Fragments Received

The total number of packets received that were less than 64
octets in length (excluding framing bits but including FCS
octets).

Undersize Received

Alignment Errors

The total number of packets received that had a length
(excluding framing bits, but including FCS octets) of between
64 and 1518 octets, inclusive, but had a bad Frame Check
Sequence (FCS) with a non-integral number of octets.

FCS Errors The total number of packets received that had a length
(excluding framing bits, but including FCS octets) of between
64 and 1518 octets, inclusive, but had a bad Frame Check
Sequence (FCS) with an integral number of octets

Overruns The total number of frames discarded as this port was

overloaded with incoming packets, and could not keep up with
the inflow

Received Packets not forwarded

Total Received Packets Not
Forwarded

A count of valid frames received which were discarded (i.e.
filtered) by the forwarding process

SFTOS Command Reference, Version 2.5.2.0
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Table 8 Fields in Output of show interface ethernet unit/slot/port Command (continued)

Field

Description

Local Traffic Frames

The total number of frames dropped in the forwarding process
because the destination address was located off of this port.

802.3x Pause Frames Received

A count of MAC Control frames received on this interface with
an opcode indicating the PAUSE operation. This counter does
not increment when the interface is operating in half-duplex
mode.

Unacceptable Frame Type

The number of frames discarded from this port due to being an
unacceptable frame type.

An entry in this field does not necessarily indicate that the
interface is receiving error packets. This field is incremented
when packets are dropped due to an ACL filtering them out,
when tagged packets are received on an untagged port, or when
untagged packets are received on a tagged port.

This field does not increment when the following packets are
received: CRC error packets, non-IP packets, giants.

Multicast Tree Viable Discards

The number of frames discarded when a lookup in the
multicast tree for a VLAN occurs while that tree is being
modified.

Reserved Address Discards

The number of frames discarded that are destined to an IEEE
802.1 reserved address and are not supported by the system.

Broadcast Storm Recovery

The number of frames discarded that are destined for
FF:FF:FF:FF:FF:FF when Broadcast Storm Recovery is
enabled

CFI Discards

The number of frames discarded that have CFI bit set and the
addresses in RIF are in non-canonical format.

Upstream Threshold

The number of frames discarded due to lack of cell descriptors
available for that packet's priority level.

Packets Transmitted Octets

Total Packets Transmitted (Octets)

The total number of octets of data (including those in bad
packets) received on the network (excluding framing bits but
including FCS octets). This object can be used as a
reasonable estimate of ethernet utilization. If greater precision
is desired, the etherStatsPkts and etherStatsOctets objects
should be sampled before and after a common interval.

Packets Transmitted 64 Octets

The total number of packets (including bad packets) received
that were 64 octets in length (excluding framing bits but
including FCS octets)

Packets Transmitted 65-127 Octets

The total number of packets (including bad packets) received
that were between 65 and 127 octets in length inclusive
(excluding framing bits but including FCS octets).

Packets Transmitted 128-255 Octets

The total number of packets (including bad packets) received
that were between 128 and 255 octets in length inclusive
(excluding framing bits but including FCS octets)

Packets Transmitted 256-511 Octets

The total number of packets (including bad packets) received
that were between 256 and 511 octets in length inclusive
(excluding framing bits but including FCS octets)
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Table 8 Fields in Output of show interface ethernet unit/slot/port Command (continued)

Field

Description

Packets Transmitted 512-1023 Octets

The total number of packets (including bad packets) received
that were between 512 and 1023 octets in length inclusive
(excluding framing bits but including FCS octets)

Packets Transmitted 1024-1518
Octets

The total number of packets (including bad packets) received
that were between 1024 and 1518 octets in length inclusive
(excluding framing bits but including FCS octets)

Packets Transmitted 1519-1522
Octets

The total number of packets (including bad packets) received
that were between 1519 and 1522 octets in length inclusive
(excluding framing bits but including FCS octets)

Max Frame Size

The maximum size of the Info (non-MAC) field that this port will
receive or transmit

Packets Transmitted Successfully

Total Packets Transmitted
Successfully

The number of frames that have been transmitted by this port
to its segment

Unicast Packets Transmitted

The total number of packets that higher-level protocols
requested be transmitted to a subnetwork-unicast address,
including those that were discarded or not sent

Multicast Packets Transmitted

The total number of packets that higher-level protocols
requested be transmitted to a Multicast address, including
those that were discarded or not sent

Broadcast Packets Transmitted

The total number of packets that higher-level protocols
requested be transmitted to the Broadcast address, including
those that were discarded or not sent

Transmit Errors

Total Transmit Errors

The sum of Single, Multiple, and Excessive Collisions

FCS Errors

The total number of packets transmitted that had a length
(excluding framing bits, but including FCS octets) of between
64 and 1518 octets, inclusive, but had a bad Frame Check
Sequence (FCS) with an integral number of octets

Tx Oversized

The total number of frames that exceeded the max permitted
frame size. This counter has a max increment rate of 815
counts per sec. at 10 Mb/s.

Underrun Errors

The total number of frames discarded because the transmit
FIFO buffer became empty during frame transmission

Total Transmit Packets Discarded

The sum of single collision frames discarded, multiple collision
frames discarded, and excessive frames discarded

Single Collision Frames

A count of the number of successfully transmitted frames on a
particular interface for which transmission is inhibited by
exactly one collision

Multiple Collision Frames

A count of the number of successfully transmitted frames on a
particular interface for which transmission is inhibited by more
than one collision

Excessive Collision Frames

A count of frames for which transmission on a particular
interface fails due to excessive collisions

Port Membership Discards

The number of frames discarded on egress for this port due to
egress filtering being enabled
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Related
Commands

Table 8 Fields in Output of show interface ethernet unit/slot/port Command (continued)

Field

Description

Protocol Statistics

802.3x Pause Frames Transmitted A count of MAC Control frames received on this interface with

an opcode indicating the PAUSE operation. This counter does
not increment when the interface is operating in half-duplex
mode.

GVRP PDUs received

The count of GVRP PDUs received in the GARP layer

GVRP PDUs Transmitted

The count of GVRP PDUs transmitted from the GARP layer

GVRP Failed Registrations

The number of times attempted GVRP registrations could not
be completed

GMRP PDUs received

The count of GMRP PDU's received in the GARP layer

GMRP PDUs Transmitted

The count of GMRP PDU's transmitted from the GARP layer

GMRP Failed Registrations

The number of times attempted GMRP registrations could not
be completed

STP BPDUs Transmitted

Spanning Tree Protocol Bridge Protocol Data Units sent

STP BPDUs Received

Spanning Tree Protocol Bridge Protocol Data Units received

RST BPDUs Transmitted

Rapid Spanning Tree Protocol Bridge Protocol Data Units sent

RSTP BPDUs Received

Rapid Spanning Tree Protocol Bridge Protocol Data Units
received

MSTP BPDUs Transmitted

Multiple Spanning Tree Protocol Bridge Protocol Data Units
sent

MSTP BPDUs Received

Multiple Spanning Tree Protocol Bridge Protocol Data Units
received

Dotlx Statistics

EAPOL Frames Received

The number of valid EAPOL frames of any type that have been
received by this authenticator

EAPOL Frames Transmitted

The number of EAPOL frames of any type that have been
transmitted by this authenticator

Time Since Counters Last Cleared The elapsed time, in days, hours, minutes, and seconds since

the statistics for this port were last cleared

ip address (management)

Configures the IP address of the management interface.

show interface

Displays statistics for a specific port.

show interface switchport

Displays a summary of statistics on Layer 2 interfaces.

show interfaces

Displays information about a selected interface or VLAN
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show interface managementethernet

This command displays information about the management address of the switch.
Syntax  show interface managementethernet

Mode  Privileged Exec

Command

History Version 2.3 Modified: Added the keyword managementethernet to show interface to

provide the information that had been available through the show network
command.

Usage  The display parameters of the show interface command, when the keyword is
Information managementethernet, are as follows:

Table 9 Fields in Output of show interface managementethernet command

Field Description

IP Address The IP address of the interface. The factory default value is 0.0.0.0

Subnet Mask The IP subnet mask for this interface. The factory default value is
0.0.0.0

Default Gateway The default gateway for this IP interface. The factory default value is
0.0.0.0

Burned In MAC Address The burned in MAC address used for in-band connectivity

Java Mode Enable or Disable. Specifies if the switch should allow access to the

Java applet in the header frame. Enabled means the applet can be
viewed. The factory default is disabled.

Locally Administered MAC If desired, a locally administered MAC address can be configured for
Address in-band connectivity. To take effect, 'MAC Address Type' must be set
to 'Locally Administered'. Enter the address as twelve hexadecimal
digits (6 bytes) with a colon between each byte. Bit 1 of byte 0 must
be setto a1 and bit 0 to a 0, i.e. byte 0 should have the following
mask 'xxxx xx10'. The MAC address used by this bridge when it
must be referred to in a unique fashion. It is recommended that this
be the numerically smallest MAC address of all ports that belong to
this bridge. However it is only required to be unique. When
concatenated with dot1dStpPriority a unique Bridgeldentifier is
formed which is used in the Spanning Tree Protocol.

MAC Address Type Specifies which MAC address should be used for in-band
connectivity. The choices are the burned in or the Locally
Administered address. The factory default is to use the burned in
MAC address.

Management VLAN ID Specifies the management VLAN ID.

Network Configuration Protocol |Indicates which network protocol is being used. The options are
Current bootp | dhcp | none.

Web Mode Enable or Disable
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show interface switchport

Related
Commands

ip address (management) Configures the IP address of the management interface.

show ethernet Displays statistics for a specific port or for the switch.

show interface Displays statistics for a specific port.

show interface switchport Displays a summary of statistics on Layer 2 interfaces.

show interface ethernet Displays detailed statistics for a specific ethernet port or for all CPU

traffic based upon the argument.

show interfaces Displays information about a selected interface or VLAN

show interface switchport

Syntax

Mode

Usage
Information

This command displays a summary of statistics on Layer 2 interfaces.

show interface switchport

Privileged Exec

The display parameters of show interface, when the argument is switchport, are as

follows:

Table 10 Fields in Output of show interface switchport Command

Field

Description

Packets Received Without Error

The total number of packets (including broadcast
packets and multicast packets) received by the
processor.

Broadcast Packets Received

The total number of packets received that were directed
to the broadcast address. Note that this does not
include multicast packets.

Packets Received With Error

The number of inbound packets that contained errors
preventing them from being deliverable to a higher-layer
protocol.

Packets Transmitted Without Error

The total number of packets transmitted out of the
interface.

Broadcast Packets Transmitted

The total number of packets that higher-level protocols
requested to be transmitted to the Broadcast address,
including those that were discarded or not sent.

Transmit Packet Errors

The number of outbound packets that could not be
transmitted because of errors.

Address Entries Currently In Use

The total number of Forwarding Database Address
Table entries now active on the switch, including
learned and static entries.

VLAN Entries Currently In Use

The number of VLAN entries presently occupying the
VLAN table.

Time Since Counters Last Cleared

The elapsed time, in days, hours, minutes, and seconds
since the statistics for this switch were last cleared.
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show interfaces

Related
Commands

ip address (management) Configures the IP address of the management interface.

show interface Displays statistics for a specific port.

show interface Displays information about the management interface.
managementethernet

show interface ethernet Displays detailed statistics for a specific ethernet port or for all CPU

traffic based upon the argument.

show interfaces Displays information about a selected interface or VLAN

show interfaces

Syntax

Parameters

Mode

Command
History

Usage
Information

Example

This command displays information about a selected interface or VLAN.

show interfaces {cos-queue [unit/slot/port] | description {unit/slot/port| 1-3965} |
port-channel {7-128 | brief} | switchport unit/slot/port 0-2}

cos-queue [unit/slot/port] (OPTIONAL) For details on this option, see show interfaces
cos-queue on page 389.

description {unit/slot/port| (OPTIONAL) Enter the keyword description followed by

1-3965} the interface in the form unit/slot/port.

Alternatively, enter a VLAN ID to display information for that
VLAN (must be a VLAN enabled for routing).

port-channel {]-]28 | brief} See show interfaces port-channel on page 356.

switchport unit/slot/port (OPTIONAL) Enter the interface ID and an integer between
0-2 0-2, identifying the protected port group. See show
port-channel brief on page 358.

Privileged Exec

Version 2.3 Modified: Added description [unit/slot/port] parameter.

The following example shows sample output of the show interfaces description
command with an interface specified in the unit/slot/port form:

ForcelO#show interfaces description 1/0/1

Interface....... 1/0/1
Iflndex......... 1

Description..... 1/0/1 is access port
MAC Address..... 00:01:E8:D5:BA:CO

Bit Offset Val..1l

Figure 14 Output of the show interfaces description Command
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show logging

Related - - - -
Commands show interface Displays statistics for a specific port or port channel (LAG).
show interfaces cos-queue  Displays the class-of-service queue configuration for the specified
interface.
show ip interface Displays summary information about IP configuration settings for all
ports in the router.
show logging
Note: See the various versions of the show logging command in the Syslog
=»| chapter, as linked, below
Related show logging eventlo Displays a combination of the system log and event log (buffered log)
Commands gging 9 Isplay: Inat Y! g A g (bu 9).

show logging Displays buffered logging (the System log)

show logging hosts Displays configured logging hosts (syslog servers.

show logging traplogs  Displays trap summaries (number of traps since last reset and last view)
and trap details.

show tech-support Displays the output of many show commands, including show logging.

show mac-addr-table

Syntax

Parameters

Mode

This command displays the forwarding database entries. If the command is entered with no
parameter, the entire table is displayed. the same as entering the optional all parameter.
Alternatively, you can enter a MAC address to display the table entry for that address and all

entries following it.

show mac-addr-table [macaddr | all] [interface unit/slot/port | vlan VLAN_ID |

count]
macaddr (OPTIONAL) Enter a 6-byte MAC address.
all (OPTIONAL) Enter all to get results for all interfaces.

interface unit/slot/port

(OPTIONAL) To show MAC addresses on a particular interface, enter
the keyword interface followed by the interface unit, slot, and port.
This can be a physical or logical interface.

vlan VLAN_ID (OPTIONAL) To show MAC addresses in a particular VLAN, enter the
keyword vlan followed by the VLAN ID.
count (OPTIONAL) Display Multicast Forwarding Database (MFDB) count.

Privileged Exec
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show mac-addr-table

Example
(S50-TAC-8) #show mac-addr-table all
Mac Address Interface IflIndex Status
00:01:00:01:E8:D5:A1:51 0/3/1 401 Management
00:01:00:03:6C:13:91:31 1/0/30 30 Learned
00:01:00:D0:01:97:2C:0A 1/0/30 30 Learned
00:04:00:01:E8:D5:9E:D2 VLAN 4 434 Management

Figure 15 Example of Output from the show mac-addr-table all Command

Field Mac Address—A unicast MAC address for which the switch has forwarding and or filtering information.
Descriptions: The format is 6 or 8 two-digit hexadecimal numbers that are separated by colons, for example
01:23:45:67:89:AB. In an IVL system, the MAC address is displayed as 8 bytes.

Note: IVL (Independent VLAN Learning) allows unicast address-to-port mappings to
=» | be created based on a MAC address in conjunction with a VLAN ID. In an IVL system,
the MAC address is displayed as 8 bytes.

Interface—The Unit/Slot/Port at which this address was learned.

Note: The “0/3/1" in the Interface column references the CPU. See Figure 15 and
=»| Figure 17.

Ifindex—This object indicates the Ifindex of the interface table entry associated with this port. Itis a
reserved ID that the switch assigns to physical, logical, and VLAN interfaces for the switch to transmit
data across the ports within a switch.

In the S50 switch running SFTOS 2.5.1, the IfIndex ID ranges are:

» Physical ports—1 to 400 (stack of 8 units x 50 ports per unit = 400 upper limit)
» Management port—401 (The next ID available after the physical ports)

* LAGs (port channels)—402 to 529 (32 LAGs possible)

» Layer 3 VLAN interfaces—530 to 657 (128 possible Layer 3 VLANS)

In the S50 switch running SFTOS 2.3 and before, the Ifindex ID ranges are:

» Physical ports—1 to 400 (stack of 8 units x 50 ports per unit = 400 upper limit)
» Management port—401 (The next ID available after the physical ports)

*  LAGs (port channels)—402 to 433 (32 LAGs possible)

» Layer 3 VLAN interfaces—434 to 561 (128 possible Layer 3 VLANS)

The S50V and S25P have an extra expansion slot for an additional 10G module with another
two ports (51 & 52), which makes the iflndex count as 52 ports per unit in the S50V (versus
50 in the S50). So, the range allocation in the S50V (and S25P) is:

» Physical ports—1 to 416 (stack of 8 units x 52 ports per unit = 416 upper limit)

» Management port—417 (The next ID available after the physical ports)

* LAGs (port channels)—418 to 545 (128 LAGs possible)
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e Layer 3 VLAN interfaces—546 to 673 (128 possible Layer 3 VLANS)

Status—The status of this entry. The meanings of the values are:

Static—The value of the corresponding instance was added by the system or a user when a static
MAC filter was defined. It cannot be relearned.

Learned—The value of the corresponding instance was learned by observing the source MAC
addresses of incoming traffic, and is currently in use.

Management—The value of the corresponding instance (system MAC address) is also the value
of an existing instance of dotldStaticAddress. It is identified with interface 0/1 and is currently used
when enabling VLANS for routing.

GMRP Learned—The value of the corresponding was learned via GMRP and applies to Multicast.

Other—The value of the corresponding instance does not fall into one of the other categories.

Example
ForcelO #show mac-addr-table count
Dynamic Address count. ... ... ... .. ..o .io--- 0
Static Address (User-defined) count....._....... 0
Total MAC Addresses N US€......ccccoaaaaaaaann 0
Total MAC Addresses available. .. ... ._........ 16384
Figure 16 Example of Output from the show mac-addr-table count Command
Example
(S50-TAC-8) #show mac-addr-table vlan 1
Mac Address Interface Status
00:01:E8:D5:A2:19 0/3/1 Management
Figure 17 Example of Output from the show mac-addr-table vlan Command
Related - - - - -
Commands show mac-address-table Depending on selected display parameters, displays various Multicast

Forwarding Database (MFDB) information, including GMRP or IGMP
Snooping entries in the table.

show memory

The output from this command displays current memory usage in bytes, in tabular format.
Syntax show memory

Mode  Privileged Exec
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show msglog

Example
(Forcel0) #show memory
Total Memory (b) Used Memory (b) Free Memory (b)
31326208 12738560 18587648

Figure 18 Example of Output from the show memory Command

Usage  This command shows the entire system memory usage, including tasks created by the
operating system and the application layer (SFTOS). In contrast, show process cpu shows
only memory used by application tasks.

Command

. Version 2.5.1 Introduced
History
Related - - -
c show process cpu Displays current CPU usage in percentage and a list of all currently
ommands . : L
running tasks, along with their individual CPU usage.
show tech-support Displays the output of many show commands, including this one.
show msglog
Command - - p -
Histor Version 2.3 Deprecated: The keyword traplogs in the command show logging provides the
y . . ; .
information that had been available through this command.
Related how logging trapl Displays the SNMP trap log maintained by the switch
Commands show logging traplogs isplays the rap log maintained by the switch.
show logging eventlog Displays a combination of the system log and event log (buffered log).
show logging Displays buffered logging (the System log)
show logging hosts Displays configured logging hosts (syslog servers.

show network

Command - -
History Version 2.3  Deprecated: The keyword managementethernet in the command show
interface provides the information that had been available through this command.
Related - - - - -
Commands show interface Displays information about the management address of the switch.
managementethernet
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show process cpu

The output from this command displays current switch memory used by application, in
percentage form and in a list of all currently running tasks, along with their individual usage.

Syntax show process cpu

Mode  Privileged Exec

Con|_1|.mand Version 2.5.1 Introduced
istory .
Note also that the show tech-support command now includes the
output of this command.
Example

/onrcelO) #show process cpu ‘\\

Memory Utilization Report
status bytes

free 95145000

alloc 109810976
Task Utilization Report
Task utilization
osapiTimer
bcmCNTR.O
bcmCNTR. 1
bcmL2X.2
bcmCNTR. 2
bcmL2X.3
bcmCNTR. 3
bcmL2X.4
bcmCNTR. 4
bemRX
SNMPCfgTask
RMONTask

N /

Figure 19 Example of Output from the show process cpu Command

[eololololololololoaoXi)|
N
Q
=

Usage  This command shows only memory used by application tasks. In contrast, show memory
shows the entire system memory usage, including tasks created by the operating system and
the application layer (SFTOS).

Related

Commands show memory Displays current memory usage in bytes in tabular format.

show tech-support Displays the output of several Show commands.
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show running-config

This command is used to display/capture the current setting of different protocol packages
supported on the switch. This command displays/captures only commands with settings/
configurations with values that differ from the default value. The output is displayed in script
format, which can be used to configure another switch with the same configuration.

Syntax  show running-config [all] [scriptname]
The option all adds the display/capture of default values. When a script name is provided for
the scriptname variable, the output is redirected to a configuration script. If the variable
includes a file name extension of “.scr”, the output will be redirected to a script file.

Mode  Privileged Exec

If port-channel staticcapability is enabled, the device has static capability enabled.

Example

/fgéo—S) #show running-config all ﬂ\\\

ICurrent Configuration:
L
configure

1System Description "ForcelO0 S50
ISystem Description 2.3.1.5
hostname ''S50-5"
no dvlan-tunnel I2pdu-forwarding enable
no dvlan-tunnel 12pdu-forwarding mac-address
no gmrp adminmode enable
no gvrp adminmode enable
no ip ssh server enable
sshcon maxsessions 5
sshcon timeout 5
no ip http javamode enable
no ip http secure-server enable
ip http secure-server enable
ip http secure-protocol TLS1 SSL3
ip http secure-port 443
no ip http server enable
ip http server enable
sntp unicast client poll-interval 6
sntp unicast client poll-retry 1
sntp unicast client poll-timeout 5
sntp broadcast client poll-interval 6
sntp client port 123
stack
member 1 1
exit
logging buffered
logging buffered wrap
no logging console
\\logging facility local7 ,//

Figure 20 Using the show running-config command

Note: This sample of the output is just a small part of the many thousands of lines that can be
=»| generated by this command.

Command

History Version 2.5.1 Modified: Output is indented in outline form.
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show running-config

Usage
Information

Related
Commands

Starting with Release 2.3, show running-config startup-config provides the user the
opportunity to capture the running-config data to the startup-config file as a text file. If a
startup-config file is already present, the system will prompt the user to overwrite it.

copy Downloads files to the switch and uploads files from the switch. Copies files within
the system and between switches.

script apply Applies the commands in the designated script to the switch.

script list Lists all scripts present on the switch as well as the total number of files present.

script show Displays the contents of a designated script file.

show Displays the output of many show commands, including this one.

tech-support
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show sysinfo

This command displays switch information.

Syntax ~ show sysinfo

Mode  Privileged Exec

Example
/EEorcelO) #show sysinfo

System

System
System
System
System
System

MIBs Supported:

RFC 1907 - SNMPv2-MIB
RFC 2819 - RMON-MIB

FORCE10-REF-MIB
SNMP-COMMUNITY-MIB

SNMP-FRAMEWORK-M1B
SNMP-MPD-MIB

SNMP-NOTIFICATION-MIB
SNMP-TARGET-MIB
SNMP-USER-BASED-SM-MIB

SNMP-VI1EW-BASED-ACM-MIB
USM-TARGET-TAG-MIB

F100S-POWER-ETHERNET-MIB
POWER-ETHERNET-MIB

LAG-MIB

RFC 1213 - RFC1213-MIB
RFC 1493 - BRIDGE-MIB
RFC 2674 - P-BRIDGE-MIB
RFC 2674 - Q-BRIDGE-MIB
RFC 2737 - ENTITY-MIB
RFC 2863 - IF-MIB

RFC 3635 - Etherlike-MIB

F100S-SWITCHING-MIB
F100S-INVENTORY-MIB

IEEE8021-PAE-MIB
RADIUS-ACC-CLIENT-MIB
RADIUS-AUTH-CLIENT-MIB

RFC 1724 - RIPv2-MIB
RFC 1850 - OSPF-MIB

Lttt output truncated

F100S-RADIUS-AUTH-CLIENT-MIB

FASTPATH-MGMT-SECURITY-MIB
I ANA-ADDRESS-FAMILY-NUMBERS-MI1B

Description. .. ... .ot

Up TEIMe . it e e e e e eee e e e
Current SNTP Syncronized Time

The

Remote Network Monitoring Management
Information Base

This MIB module defines objects to help
support coexistence between SNMPv1l, SNMPv2,

and
The
The

Dispatching

The
The
The
the
The
the

SNMP Research,
ForcelO0 Power Ethernet Extensions MIB
Power Ethernet MIB

The

IEEE 802.3ad

Management Information Base for Network
Management of TCP/IP-based internets: MIB-I1
Definitions of Managed Objects for Bridges
(dotld)

The

Priority and Multicast Filtering, defined by
I1EEE 802.1D-1998.

The

Virtual Bridged Local Area Networks
Entity MIB (Version 2)

The

Definitions of Managed Objects for the
Ethernet-like Interface Types
ForcelO0 Switching - Layer 2
Unit and Slot configuration.
F100S-PORTSECURITY-PRIVATE-MIB Port Security MIB.
Port Access Entity module for managing IEEE
802.
Forcel0 Radius MIB
RADIUS Accounting Client MIB
RADIUS Authentication Client MIB

The

Security

The

AddressFami lyNumbers textual convention.

RIP

OSPF Version 2 Management Information Base

~

Forcel0-S50 48GE 2TENGIG L3
Stackable switch

forcelO
0 days O hrs 26 mins 39 secs
Not Syncronized

MIB module for SNMPv2 entities
ForcelO0 Reference

SNMPV3.

SNMP Management Architecture MIB

MIB for Message Processing and
Notification MIB Module

Target MIB Module

management information definitions for
SNMP User-based Security Model.
management information definitions for
View-based Access Control Model for SNMP.
Inc.

Link Aggregation module for managing

Bridge MIB Extension module for managing
VLAN Bridge MIB module for managing

Interfaces Group MIB using SMIv2

1X.

LVL7 Private MIB for FastPath Mgmt
MIB module defines the

Version 2 MIB Extension

/

Figure 21 Using the show sysinfo command
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show tech-support

Table 11 Fields in Output of show sysinfo Command

Field Description

Switch Description Text used to identify this switch

System Name Name used to identify the switch

System Location Text used to identify the location of the switch. May be up to 31
alpha-numeric characters. The factory default is blank

System Contact Text used to identify a contact person for this switch. May be up
to 31 alpha-numeric characters. The factory default is blank

System ObjectID The base object ID for the switch’s enterprise MIB

System Up Time The time in days, hours and minutes since the last switch reboot

Current SNTP Synchronized Time | The current time reported by the SNTP server, if configured.
A list of MIBs supported by SFTOS on this switch

show tech-support

This command displays the output of the commands show eventlog, show logging,
show memory, show port all, show process cpu, show running-config, and show
version. The output for each is separated by a header, as exemplified here:

----------------- show version
[The output fields are displayed in “Fields in Output of show version Com-
mand” on page 98.]

------------------- show logging
[The output fields are displayed in show logging on page 212.]

Syntax show tech-support [non-paged]
When the command is entered without the optional non-paged keyword, the result is a
multi-page presentation based upon the setting entered in the terminal length command.
When the non-paged keyword is used, the report is displayed without interruption.

Mode  Privileged Exec

Command

History Version 2.5.1 Modified: Output now also includes output of the show process cpu and
show memory. The non-paged keyword option is added..
Related how loggi t Event| istent | log) for the switch
Commands show logging eventlog vent log (persistent log, error log) for the switc
show logging Trap log maintained by the switch, and event log, containing error

messages from the system

show memory Total switch memory usage, in bytes, in tabular format.
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show version

show port

Port information

show process cpu

Current memory usage of applications in switch

show running-config

Updated configuration maintained by the switch.

show version

Details of the software/hardware present on the system

show version

Syntax

Mode

Example

This command displays version details of the software/hardware present on the system, which
would be used for trouble-shooting. This command provides the details shown with the show
hardware and show sysinfo commands, along with interface information, the u-boot
version number, and the system image file version.

show version

Privileged Exec

/onrcelO) #show version \\\

Switch: 1

-

System Description. ... ... Forcel0-S50 48GE 2TENGIG L3

Vendor ID. . ... e e e e o7

Plant ID. ... . e 01

Country Code. ..o i e e c e e e e caeaaaaan 04

Date Code. ..o e e e e e 102005

Serial Number. .. ... .. e DE4541040

Part Number. .. ... e aaaaaa 759-00001-00
REeVESION. . .o e e OA

Catalog Number. ... .. s SA-01-GE-48T
Burned In MAC Address......cccococucaaaaaaaaan 0001.E8D5.BBDC
Software Version. .. ..o i e o e e e e e 2.5.1

Additional Packages

10/100 Ethernet/802.3 interface(S).---..---...... 0
Gig Ethernet/802.3 interface(S).-------oooooooo. 0
10Gig Ethernet/802.3 interface(S)..-c-ucooo... 0
Virtual Ethernet/802.3 interface(s).-.......... 0

System Name. . ... e aeaaan
System Location...
System Contact. ...
System Object ID..
System Up Time....

............................. forcelO
............................. 0 days O hrs 26 mins 47 secs

Stackable switch

............................ ForcelO Multicast
Forcel0 Stacking
Forcel0 Routing

/

Figure 22 Using the show version Command

SFTOS Command Reference, Version 2.5.2.0 97



vlan participation (management VLAN only)

Related
Commands

Table 12 Fields in Output of show version Command

Headings

Explanation

Switch Description

Text used to identify the product name of this switch

Vendor ID Number used to identify the manufacturer of the device
Plant ID

Country Code

Date Code Month and year of manufacture of the device

Serial Number

The unique box serial number for this switch

Part Number

Manufacturing part number

Revision

Catalog Number

Burned in MAC Address

Universally assigned network address

Software Version

The release.version.revision number of the code currently
running on the switch

Additional Packages

This displays the additional packages that are
incorporated into this system, such as Forcel0 Multicast.

10/100 Ethernet/802.3 interface(s)

Copper ports running at 10/100 speed reporting link UP

Gig Ethernet/802.3 interface(s)

Copper/fiber ports running at 1Gb speed reporting link UP

10Gig Ethernet/802.3 interface(s)

10Gb optional module

Virtual Ethernet/802.3 interface(s)

Layer 3 VLAN interfaces

System Name

System Location

System Contact

System Object ID

System Up Time

show hardware

Inventory information for the switch

show sysinfo

Switch information, including list of supported MIBs

show tech-support

Displays the output of many show commands, including this one.

vlan participation (management VLAN only)

Syntax

This command assigns the management VLAN of the switch.

[no] vlan participation vian_id

The value for vian_id is the VLAN that you want to use for the management interface (By

default, VLAN 1 is used.)
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ip telnet maxsessions

Mode Interface ManagementEthernet. Uses the (Config-if-ma)# prompt, accessed by interface
managementethernet.

Default ~ VLAN 1 (default management VLAN; all enabled ports are on VLAN 1 by default, so all
ports are capable, by default, of being management ports.)

Command Version 2.3 . K | 1
History ersion 2. Introduced: Replaces the command network mgmt_vlan on page 166.
Related i

Commands management route default Sets the IP gateway of the switch.
interface managementethernet Invokes the Interface ManagementEthernet mode, the
(Config-if-ma)# prompt.
ip address (routed) Configures an IP address on a routed interface.
show interface Displays a summary of statistics for a specific port,

including the management port, or a count of all CPU
traffic based upon the argument.

Telnet Commands

This section describes the following SFTOS Telnet commands:

* ip telnet maxsessions on page 99

e ip telnet timeout on page 100

» session-limit on page 101

e session-timeout on page 101

» show telnet on page 101

» telnet on page 102

» telnetcon maxsessions on page 102
e telnetcon timeout on page 102

Ip telnet maxsessions

This command specifies the maximum number of Telnet connection sessions that can be
established.

Syntax  ip telnet maxsessions 0-5
A value of 0 indicates that no Telnet connection can be established. The range is 0 to 5.

The command no telnet maxsessions sets the maximum number of Telnet connection
sessions that can be established to the default value.
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ip telnet timeout

Default 5
Mode  Global Config
Command - . -
History Version 2.3 Changed from telnetcon maxsessions and moved from Privileged Exec
mode to Global Config.
Ip telnet timeout
This command sets the Telnet connection session timeout value, in minutes. A session is
active as long as the session has been idle for the value set. .
Note: Changing the timeout value for active sessions does not become effective until
=» [ the session is reaccessed. Any keystroke will also activate the new timeout duration.
Syntax ip telnet timeout 7-160
The time is a decimal value from 1to 160.
The no ip telnet timeout command sets the Telnet connection session timeout value, in
minutes, to the default.
Default 5 (minutes)
Mode  Global Config
Command - - —
History Version 2.3 Changed from telnetcon timeout and moved from Privileged Exec mode to

Global Config.

Ip telnet server enable

Syntax

Mode

Command
History

Enable or disable Telnet services.
[no] telnet server enable

Global Config

Version 2.3 Modified: Moved from Privileged Exec mode to Global Config mode.
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session-limit

Related
Commands

session-limit

Syntax

Default

Mode

ip ssh server enable  Enable/disable SSH services.

This command specifies the maximum number of simultaneous outbound telnet sessions. A
value of 0 indicates that no outbound telnet session can be established.

session-limit 0-5

Use no session-limit to set the maximum number of simultaneous outbound telnet sessions
to the default value.

5

Line Config

session-timeout

Syntax

Default

Mode

show telnet

Syntax

Modes

This command sets the outbound Telnet session timeout value.
[no] session-timeout 7-160
The timeout value unit of time is minutes.

The no version of this command sets the outbound Telnet session timeout value to the
default.

1 (minute)

Line Config

This command displays the current outbound telnet settings.
show telnet

Privileged Exec and User Exec
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telnet

telnet

Syntax

Modes

Outbound Telnet Login Timeout (in minutes)—Indicates the number of minutes an outbound telnet
session is allowed to remain inactive before being logged off. A value of 0, which is the default, results in
no timeout.

Maximum Number of Outbound Telnet Sessions—Indicates the number of simultaneous outbound
telnet connections allowed.

Allow New Outbound Telnet Sessions—Indicates whether outbound telnet sessions will be allowed.

This command establishes a new outbound Telnet connection to a remote host. The host value
must be a valid IP address. Valid values for port should be a valid decimal integer in the range
of 0 to 65535, where the default value is 23. If [debug] is used, the current telnet options
enabled is displayed. The optional line parameter sets the outbound telnet operational mode
as ‘linemode’, where by default, the operational mode is ‘character mode’. The noecho option
disables local echo.

telnet host [port] [debug] [line] [noecho]

Privileged Exec and User Exec

telnetcon timeout

Command

History

Version 2.3 Modified: Changed to ip telnet timeout.

telnetcon maxsessions

Command

History

Version 2.3 Modified: Changed to ip telnet maxsessions
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lineconfig

Serial Commands

lineconfig

Syntax

Mode

Usage
Information

Example

Related
Commands

This section describes the following SFTOS system management commands pertaining to
console port connections (serial connections, EIA-232):

* lineconfig on page 103

» serial baudrate on page 103
e serial timeout on page 104
» show serial on page 104

This command accesses the Line Config mode from the Global Config mode.
lineconfig

Global Config
Users executing this command enter the Line Config mode.

For details on modes, see Chapter 3, Using the Command Line Interface, on page 49.

(S50) #configure
(S50) (Config)#lineconfig
(S50) (Line)#

Figure 23 lineconfig Command Example

configure Accesses the Global Config mode, which is the mode in which you can
execute this lineconfig command.

serial baudrate

Syntax

Default

Mode

This command specifies the communication rate of the terminal interface. The supported
rates are 1200, 2400, 4800, 9600, 19200, 38400, 57600, 115200.

serial baudrate {1200 | 2400 | 4800 | 9600 | 19200 | 38400 | 57600 | 115200}

The no serial baudrate command sets the communication rate of the terminal interface to
the 9600 default.

9600

Line Config
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serial timeout

serial timeout

This command specifies the maximum connect time (in minutes) without console activity.

Syntax serial timeout 0-160

A value of 0 means no console timeout. The range is 0 to 160 minutes.

The no serial timeout command sets the maximum connect time (in minutes) without

console activity to the 5-minute default.

Default 5

Mode  Line Config

show serial

This command displays serial communication settings for the switch.

Syntax show serial

Mode  Privileged Exec and User Exec

Example

(ForcelO S50) #show serial

Serial Port Login Timeout (minutes)
Baud Rate (bps)...... .. ... ... ....
Character Size (bits)............
Flow Control . . ... ... ... .........
Stop Bits. ... ...
Parity. e

Figure 24 Sample Output of show serial Command

Table 13 Fields of show serial Command Output

Field

Description

Serial Port Login Timeout (minutes)

Specifies the time, in minutes, of inactivity on a serial
port connection, after which the switch will close the
connection. Any numeric value between 0 and 160 is
allowed, the factory default is 5. A value of O disables
the timeout

Baud Rate

The default baud rate at which the serial port will try to
connect. The available values are 1200, 2400, 4800,
9600, 19200, 38400,57600, and 115200 baud (bps).
The factory default is 9600
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show serial

Table 13 Fields of show serial Command Output (continued)

Field Description

Character Size The number of bits in a character. The number of bits is
always 8.

Flow Control Whether hardware flow control is enabled or disabled. It

is always disabled.

Stop Bits The number of stop bits per character. The number of
stop bits is always 1.

Parity The parity method used on the serial port. The parity
method is always None.

SNMP Management Commands

This section describes the SNMP system management commands supported by SFTOS:
e show snmpcommunity on page 106

e show snmptrap on page 107

o show trapflags on page 107

e snmp-server on page 108

e snmp-server community on page 108

e snmp-server community ipaddr on page 109

e snmp-server community ipmask on page 109

e snmp-server community mode on page 110

e snmp-Server community ro on page 110

e snmp-server community rw on page 110

e snmp-server enable traps bcaststorm on page 111
e snmp-server enable traps linkmode on page 111
e snmp-server enable traps multiusers on page 111
e snmp-server enable traps stpmode on page 112

e snmp-server enable trap violation on page 112

e snmp-server traps enable on page 113

e snmptrap on page 113

e snmptrap ipaddr on page 113

e snmptrap mode on page 114

e snmp trap link-status (interface) on page 114

e snmp trap link-status all on page 114

e snmptrap snmpversion on page 115

SFTOS Command Reference, Version 2.5.2.0 105



show snmpcommunity

Note: The Layer 3 Routing Package of SFTOS also contains these SNMP traps:
In Global Config mode:

+ [no]ip dvmrp trapflags: Sets the DVMRP (Distance Vector Multicast Routing Protocol)
traps flag (disabled by default). See the Multicast chapter.

« [no]ip pim-trapflags: Sets the PIM traps flag (disabled by default). See the PIM

chapter.

In Router OSPF Config mode:
+ [no] trapflags: Sets the OSPF traps flag. See the OSPF chapter (enabled by default).

For information on configuring SNMP, see the Management chapter in the SFTOS

Configuration Guide.

show snmpcommunity

Syntax

Mode

This command displays SNMP community information. Six communities are supported. You
can add, change, or delete communities. The switch does not have to be reset for changes to

take effect.

The SNMP agent of the switch complies with SNMP Version 1 (for more about the SNMP
specification, see the SNMP RFCs). The SNMP agent sends traps through TCP/IP to an
external SNMP manager based on the SNMP configuration (the trap receiver and other
SNMP community parameters).

show snmpcommunity

Privileged Exec

Table 14 Fields of show snmpcommunity Command Output

Field

Description

SNMP Community
Name

The community string to which this entry grants access. A valid entry is a
case-sensitive alphanumeric string of up to 16 characters. Each row of this table
must contain a unique community name.

Client IP Address

An IP address (or portion thereof) from which this device will accept SNMP
packets with the associated community. The requesting entity's IP address is
ANDed with the Subnet Mask before being compared to the IP Address. Note:
that if the Subnet Mask is set to 0.0.0.0, an IP Address of 0.0.0.0 matches all IP
addresses. The default value is 0.0.0.0.

Client IP Mask

A mask to be ANDed with the requesting entity's IP address before comparison
with IP Address. If the result matches with IP Address then the address is an
authenticated IP address. For example, if the IP Address = 9.47.128.0 and the
corresponding Subnet Mask = 255.255.255.0 a range of incoming IP addresses
would match, i.e. the incoming IP Address could equal 9.47.128.0 -
9.47.128.255. The default value is 0.0.0.0.
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show snmptrap

Table 14 Fields of show snmpcommunity Command Output (continued)

Field Description

Access Mode The access level for this community string

Status The status of this community access entry
show snmptrap

This command displays SNMP trap receivers. Trap messages are sent across a network to an
SNMP Network Manager. These messages alert the manager to events occurring within the
switch or on the network. Six trap receivers are simultaneously supported.

Syntax show snmptrap

Mode  Privileged Exec

Table 15 Fields of show snmptrap Command Report

Field Description

SNMP Trap Name | The community string of the SNMP trap packet sent to the trap manager. This
may be up to 16 alphanumeric characters. This string is case sensitive.

IP Address The IP address to receive SNMP traps from this device. Enter four numbers
between 0 and 255 separated by periods.
Status Indicates the receiver's status (enabled or disabled)

This command displays trap conditions. Configure which traps the switch should generate by
enabling or disabling the trap condition. If a trap condition is enabled and the condition is
detected, the switch's SNMP agent sends the trap to all enabled trap receivers. The switch
does not have to be reset to implement the changes. Cold start traps are always generated and
cannot be disabled.

Note: The DVMRP, OSPF, and PIM traps are not supported in the L2 image.
-—p

Syntax  show trapflags

Mode  Privileged Exec
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snmp-server

Table 16 Fields of show trapflags Command Report

Field Description

Authentication Flag | May be enabled or disabled. The factory default is enabled. Indicates whether
authentication failure traps will be sent.

Link Up/Down Flag | May be enabled or disabled. The factory default is enabled. Indicates whether
link status traps will be sent.

Multiple Users Flag | May be enabled or disabled. The factory default is enabled. Indicates whether a
trap will be sent when the same user ID is logged into the switch more than once
at the same time (either via telnet or serial port).

Spanning Tree Flag | May be enabled or disabled. The factory default is enabled. Indicates whether
spanning tree traps will be sent.

DVMRP Traps May be enabled or disabled. The factory default is disabled. Indicates whether
DVMRP traps will be sent.

OSPF Traps May be enabled or disabled. The factory default is disabled. Indicates whether
OSPF traps will be sent.

PIM Traps May be enabled or disabled. The factory default is disabled. Indicates whether
PIM traps will be sent.

Snmp-Server

This command sets the name and the physical location of the switch, and the organization
responsible for the network. The range for name, location, and contact is from 1 to 31
alphanumeric characters.

Syntax snmp-server {sysname name | location loc | contact con}

Default None

Mode  Global Config

snmp-server community

This command adds (and names) a new SNMP community. A community name is a name
associated with the switch and with a set of SNMP managers that manage it with a specified
privileged level. The length of name can be up to 16 case-sensitive characters.

Note: Community names in the SNMP community table must be unique. When making
=»| multiple entries using the same community name, the first entry is kept and processed
and all duplicate entries are ignored.
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snmp-server community ipaddr

Syntax

Default

Mode

snmp-server community name

The no snmp-server community name command removes the specified community
name from the SNMP community table.

None

Global Config

snmp-server community ipaddr

Syntax

Default

Mode

This command sets a client IP address for an SNMP community. The address is the associated
community SNMP packet-sending address and is used along with the client IP mask value to
denote a range of IP addresses from which SNMP clients may use that community to access
the device. A value of 0.0.0.0 allows access from any IP address. Otherwise, this value is
ANDed with the mask to determine the range of allowed client IP addresses. The name is the
applicable community name.

snmp-server community ipaddr ipaddr name

Use no snmp-server community ipaddr name to reset a client IP address for an SNMP
community to 0.0.0.0. The name is the applicable community name.

0.0.0.0
Global Config

snmp-server community ipmask

Syntax

Default

Mode

This command sets a client IP mask for an SNMP community. The address is the associated
community SNMP packet sending address and is used along with the client IP address value
to denote a range of IP addresses from which SNMP clients may use that community to
access the device. A value of 255.255.255.255 will allow access from only one station, and
will use that machine's IP address for the client IP Address. A value of 0.0.0.0 will allow
access from any IP address. The name is the applicable community name.

snmp-server community ipmask ipmask name

Use no snmp-server community ipmask name to reset a client IP mask for an SNMP
community to 0.0.0.0. The name is the applicable community name. The community name
may be up to 16 alphanumeric characters.

0.0.0.0
Global Config
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snmp-server community mode

snmp-server community mode

This command activates an SNMP community. If a community is enabled, an SNMP
manager associated with this community manages the switch according to its access right. If
the community is disabled, no SNMP requests using this community are accepted. In this
case, the SNMP manager associated with this community cannot manage the switch until the
status is changed back to Enable. The no version of this command deactivates an SNMP
community. If the community is disabled, no SNMP requests using this community are
accepted. In this case the SNMP manager associated with this community cannot manage the
switch until the Status is changed back to Enable.

Syntax [no] snmp-server community mode name

Default Enable

Mode  Global Config

snmp-server Community ro

This command restricts access to switch information. The access mode is read-only (also
called public).

Syntax ~ snmp-server community ro name

Mode  Global Config

snmp-server community rw

This command restricts access to switch information. The access mode is read/write (also
called private).

Syntax ~ snmp-server community rw name

Mode  Global Config
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snmp-server enable traps bcaststorm

snmp-server enable traps bcaststorm

Syntax

Default

Mode

Command
History

This command enables sending Broadcast Storm traps.

[no] snmp-server enable traps bcaststorm
The no version of this command disables the sending of Broadcast Storm traps.
enabled

Global Config

Version 2.3 Introduced

Note: The CLI indicates successful execution of this command, and the show
=-> trapflags report shows successful execution of the command, but this trap is not
currently supported.

snmp-server enable traps linkmode

Syntax

Default

Mode

This command enables Link Up/Down traps for the entire switch. When enabled, link traps
are sent only if the Link Trap flag setting associated with the port is enabled (see ‘snmp trap
link-status” command).

[no] snmp-server enable traps linkmode
The no version of this command disables Link Up/Down traps for the entire switch.
enabled

Global Config

snmp-server enable traps multiusers

Syntax

This command enables Multiple User traps. When the traps are enabled, a Multiple User Trap
is sent when a user logs in to the terminal interface (EIA 232 or telnet) and there is an existing
terminal interface session.

[no] snmp-server enable traps multiusers

The no version of this command disables Multiple User traps.
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snmp-server enable traps stpmode

Default

Mode

enabled

Global Config

snmp-server enable traps stpmode

Syntax

Default

Mode

This command enables the sending of new root traps and topology change notification traps.

[no] snmp-server enable traps stpmode

The no version of this command disables the sending of new root traps and topology change
notification traps.

enabled

Global Config

snmp-server enable trap violation

Syntax

Default

Mode

Command
History

Related
Commands

This command enables the sending of new violation traps designating when a packet with a
disallowed MAC address is received on a locked port.

[no] snmp-server enable trap violation
The no version of this command disables the sending of new violation traps.
Disabled

Interface Config; Interface Port Channel Config; Interface Range, which is indicated by the
(conf-if-range-interface)# prompt, such as (conf-if-range-vlan 10-20)#.

Version 2.5.1  Added Interface Port Channel Config mode

Version 2.3 Added Interface Range mode.
interface range Defines an interface range and accesses the Interface Range mode
interface Identifies an interface and enters the Interface Config mode.
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snmp-server traps enable

snmp-server traps enable

Syntax
Default

Mode

Command
History

snmptrap

Syntax

Mode

This command enables the Authentication traps.

[no] snmp-server traps enable
The no version of this command disables the Authentication traps.

enabled

Global Config

Version 2.3 Corrected from snmp-server enable traps

This command adds an SNMP trap receiver name and trap receiver IP address. The maximum
name length is 16 case-sensitive alphanumeric characters.

[no] snmptrap name ipaddr
The no version of this command deletes the specified trap receiver from the community.

Global Config

snmptrap ipaddr

Syntax

Mode

This command assigns an IP address to a specified community name. The maximum name
length is 16 case-sensitive alphanumeric characters.

Note: IP addresses in the SNMP trap receiver table must be unique. If you make

=»| multiple entries using the same IP address, the first entry is retained and processed.

All duplicate entries are ignored.

snmptrap ipaddr name ipaddrold ipaddrnew

Global Config
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snmptrap mode

snmptrap mode

This command activates or deactivates an SNMP trap. Enabled trap receivers are active (able
to receive traps). Disabled trap receivers are inactive (not able to receive traps).

Syntax [no] snmptrap mode name ipaddr

The no version of this command deactivates an SNMP trap. Disabled trap receivers are
inactive (not able to receive traps).

Mode  Global Config

snmp trap link-status (interface)

This command enables link status traps by interface.

Syntax  [no] snmp trap link-status

The no version of this command disables link status traps by interface.

Note: This command is valid only when the Link Up/Down Flag is enabled. See
=»| snmp-server enable traps linkmode command.

Mode Interface Config (including Interface Loopback Config); Interface Range, which is indicated
by the (conf-if-range-interface)# prompt, such as (conf-if-range-vlan 10-20)#.

C d - X
or:in;tz;r;y Version 2.5.1  Added Interface Loopback Config mode.
Version 2.3 Added Interface Range mode.
Related
Commands interface range Defines an interface range and accesses the Interface Range mode

interface Identifies an interface and enters the Interface Config mode.

snmp trap link-status enables link status traps for the selected port channel
(port channel)

snmp trap link-status all

This command enables link status traps for all interfaces.

Syntax  [no] snmp trap link-status all
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snmptrap snmpversion

The no version of this command disables link status traps for all interfaces.

Note: This command is valid only when the Link Up/Down Flag is enabled. See
=»| snmp-server enable traps linkmode.

Mode  Global Config

snmptrap snmpversion

This command selects between SNMP version 1 and version 2 traps to be sent for the selected
SNMP trap name.

Syntax  snmptrap snmpversion name ipaddr {snmpv1|snmpv2}

Mode  Global Config
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snmptrap snmpversion
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System Configuration
Commands

This chapter provides a detailed explanation of the system configuration commands in the
following major sections:

» System Configuration Commands on page 117

»  System Utility Commands on page 137

» PoE Commands on page 147

* Dual Image Management Commands on page 153

» Configuration Scripting on page 156

Note:

See also Chapter 4, System Management Commands, on page 61 and Chapter 8,
System Logs, on page 207.

For VLAN commands, see the chapter LAG/Port Channel Commands on page 339.

For port channel (LAG) commands, see the chapter LAG/Port Channel Commands on
page 339.

For port security commands, also known as port MAC locking, see the section Port
Security Commands on page 223 in the chapter Security Commands on page 223

System Configuration Commands

This section describes the following system configuration commands:
e auto-negotiate on page 118
e auto-negotiate all on page 119
* Dridge aging-time on page 119
» configure on page 120
» enable on page 120
* interface on page 121
» interface range on page 122
» interface loopback on page 126
e monitor session on page 127

SFTOS Command Reference, Version 2.5.2.0 117



auto-negotiate

MAC Database

Commands

e monitor session 1 mode on page 127

e mtu (port) on page 128

*  no monitor on page 129

e no monitor session 1 on page 129

» rate-interval on page 129

» show forwardingdb agetime on page 130
» show interface loopback on page 130

» show mac-address-table on page 130

» show mac-address-table multicast on page 131
» show mac-address-table stats on page 132
» show monitor session on page 133

» show port on page 133

» show port protocol on page 135

» shutdown (port) on page 135

» shutdown all (port) on page 136

e speed on page 136

* speed all on page 137

Note: Broadcast storm control commands are in the ACL chapter, in the section
Broadcast Storm Control Commands on page 438.

Interface routing commands are in the section IP Routing on page 448 in Chapter 24,
Routing Commands.

Among the commands in this section are the following four commands that you use to
configure and view information about the MAC address database:

auto-negotiate

Syntax

bridge aging-time on page 119

show forwardingdb agetime on page 130
show mac-address-table multicast on page 131
show mac-address-table stats on page 132

This command enables automatic speed negotiation on a port.

-p

Note: Automatic sensing is disabled when automatic negotiation is disabled.

[no] auto-negotiate
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auto-negotiate all

The default value is enable.
The no version of this command disables automatic speed negotiation on a port.

Mode Interface Config; Interface Range, which is indicated by the (conf-if-range-interface)#
prompt, such as (conf-if-range-vlan 10-20)#.

Command

History Version 2.3 Interface Range mode added
Related interface range Defines an interface range and accesses the Interface Range mode
Commands speed Manually set the port speed.

auto-negotiate all

This command enables automatic speed negotiation on all ports. The default value is enable.
The no version of this command disables automatic speed negotiation on all ports.

Syntax [no] auto-negotiate all

Mode  Global Config

Related interface range Defines an interface range and accesses the Interface Range mode
Commands

speed all Manually set the same port speed for all ports.

bridge aging-time

This command configures the forwarding database address aging timeout in seconds. In an
SVL system, the [fdbid/all] parameter is not used and will be ignored if entered.

Syntax  bridge aging-time seconds

The command no bridge aging-time sets the forwarding database address aging timeout to
the default of 300 seconds.In an SVL system, the [fdbid/all] parameter is not used and will be
ignored if entered.

Parameters seconds In place of seconds, enter a number between 10 and 1,000,000 to
indicate the number of seconds before the timeout.

Default 300
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configure

Mode

Command
History

configure

Syntax

Command Modes

Usage
Information

Example

Related
Commands

enable

Syntax
Defaults

Mode

Global Config In an SVL system, the [fdbid/all] parameter is not used and will be ignored if

entered.

Version 2.3

Modified: Removed parameters and statements relating to IVL.

This command enables the user to enter the Global Config mode from the Privileged Exec

mode.
configure

Privileged Exec

Users executing this command enter the Global Config mode, which provides access to many
commands within that mode. Also, this mode is a gateway to all other more protocol-specific
modes except the VLAN mode.

For details on modes, see Chapter 3, Using the Command Line Interface, on page 49.

(S50) #configure
(S50) (Config)#

)

Figure 25 configure Command Example

enable

The enable command accesses the Privileged Exec mode.

This command accesses the Privileged Exec mode from the User Exec mode. If the enable
password is set, you must enter the password to gain access to the Privileged Exec mode.

-

Note: In a stack, only the management unit (stack manager) provides access to CLI
commands. Other member units display the prompt “(Unit [unit number])”.

enable
none

User Exec
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interface

Usage
Information

Example

Related
Commands

interface

Syntax

Default

Mode

Related
Commands

Users who execute this command enter the Privileged Exec mode, gaining access to the
commands available in this mode, as well as being able to directly access the Global Config
mode and the VLAN mode. After accessing the Global Config mode, users can access all
modes to which the Global Config mode provides a gateway.

To protect against unauthorized access, use the command enable passwd to configure a
password for the command.

(S50)>enable

Password:
(S50)#

Figure 26 enable Command Example

enable passwd Configure a password for the enable command.

configure Use this command to access the Global Config mode from the Exec
Privilege mode.

This command accesses the Interface Config mode for a designated logical or physical
interface. The Interface Config mode provides access to configuration commands for the
specified interface.

interface unit/slot/port

The unit/slot/port is a valid physical or logical port number. Physical ports are numbered
#/0/1 through #/0/50. In contrast, logical port numbers contain a number in the slot position
and are defined by the system. The number in the slot position is a 1 when you create a LAG
(port channel).

The no version of this command deletes the selected logical port.
None

Global Config

interface range Groups a set of individual interfaces, a range of interfaces, or more than one
range of interfaces, to which subsequent configuration commands can be
applied (bulk configuration)

ip address (VLAN) Assigns an IP address and subnet mask to the selected VLAN to support
Layer 3 routing.

interface vlan Creates a new VLAN, or selects one based on ID, and then enters the
Interface VLAN mode, which provides access to VLAN configuration
commands for the specified VLAN.
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routing Enables routing for the selected interface
show ip interface Displays summary information about IP configuration settings for all ports in
the router

Interface range

This command groups a set of individual interfaces, a range of interfaces, or more than one
range of interfaces, to which subsequent configuration commands can be applied (bulk
configuration).

Syntax  interface range {ethernet range,range,... | port-channel range,range,... | vlan
range,range,...}

Parameters ethernet Enter the keyword ethernet and one or more ports separated by hyphens
range,range,... and commas in this form:
unit/slot/port-unit/slot/port,unit/slot/port-unit/slot/port
Spaces are not allowed around commas or hyphens.
You can enter up to six comma-separated ranges.

Example: ethernet 1/0/1-1/0/10,1/0/40-1/0/45

port-channel Enter the keyword port-channel and one or more port channel IDs

range,range,... Separated by commas or grouped in a range, as above: For example:
port-channel 3-5 (Inthis example, you previously assigned IDs 3, 4,
and 5 to three port channels.)

vlan Enter the keyword vlan and one or more VLAN numbers, from 1 to 3965,
range,range,... separated by commas or grouped in a range in this form:
vlan 10,33-50

As above, spaces are not allowed around commas or hyphens, and you can
enter up to six comma-separated ranges.

Defaults This command has no default behavior or values.

Mode  Global Config

Command

. Version 2.3 Introduced
History

Usage  The interface range command invokes the Interface Range mode, more specifically, one of
Information  three versions of it—Ethernet Range, Port Channel Range, or VLAN Range. Here, you can
execute commands that modify the selected interface or set of interfaces. These commands
have the same effect as they do when they are used within the Interface VLAN or Interface
Config modes (see interface on page 121 and interface vlan on page 163).

Important things to remember:

* You can only modify, not create, interfaces (ethernet ports, LAGs, and VLANS) using the
interface range command.
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» Arange command can include only one type of interface—VLAN, physical, or LAG. You
can use the show running-config command to note VLAN and LAG (port channel)
interfaces that are available to be used with the interface range command.

» Bulk configuration is created if at least one interface is valid, automatically excluding
non-existing interfaces from the bulk configuration and generating a warning message.

» When creating an interface range, interfaces appear in the order they are entered; they are
not sorted. The command verifies that interfaces are present (physical) or configured
(logical).

» The resulting interface range prompt includes interface types with slot/port information
for valid interfaces, for example: (conf-if-range-et-1/0/10-1/0/11)#. The
prompt allows for a maximum of 32 characters. If the bulk configuration exceeds 32
characters, it is represented by an ellipsis ( ... ).

» If the interface range prompt has multiple port ranges, the smaller port range is excluded
from the prompt.

» If overlapping port ranges are specified, the port range is extended to the smallest start
port and the biggest end port.

The VLAN Range mode commands appear in Figure 27.

(s50-1) (conf-if-range-vI-10,20)#7? ﬁ\\\
encapsulation Configure interface link layer encapsulation type.
exit To exit from the mode.
igmp Configure IGMP Snooping parameters for the Vlan
ip Configure IP parameters.
makestatic Change the VLAN type from “"Dynamic® to "Static”.
mtu Sets the default MTU size.
name Configure an optional VLAN Name.
protocol Configure the Protocols associated with particular
Group Ids.
shutdown Enable/Disable a port.
\\iigged Configure tagging for a specific VLAN port. 4///

Figure 27 Commands Available in VLAN Range Mode
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The Port Channel Range mode commands (LAG commands) appear in Figure 28.

//E;So-l)(Config)#interface range port-channel 1,3 ‘\\

classofservice
cos-queue
description
dotlp-priority
exit

gmrp

gvrp

1gmp

ip

mac

mode

mtu
port-security

protocol
rate-interval
service-policy
set

shutdown

snmp
snmp-server
spanning-tree
vlan

N

(s50-1) (conf-if-range-po-1,3)#?

Configure Class of Service parameters.
Configure the Cos Queue Parameters.

Add Description to the interface

Configure the priority for untagged frames.

To exit from the mode.

Set GARP Multicast Registration Protocol parameters.
Set GARP VLAN Registration Protocol parameters.
Enable/Disable IGMP Snooping on a selected interface
Configure IP parameters.

Configure MAC Access List group parameters.
Configure the double VLAN tunnel mode for this
interface.

Sets the default MTU size.

Enable/Disable Port MAC Locking/Security for
interface.

Configure protocol type for port-channel.

Sets the traffic monitoring rate interval
Configure DiffServ Service.

Configure switch options and settings.
Enable/Disable a port.

Configure SNMP options.

Enable/Disable SNMP violation traps interface.
Set the spanning tree operational mode.
Configure VLAN parameters.

Figure 28 Commands Available in Port Channel Range Mode
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The command families available from the Ethernet Range prompt (for configuring all
physical ports) are displayed in Figure 29.

/2;50-1) (conf-if-range-et-1/0/10-1/0/22)#?

addport
auto-negotiate
classofservice
cos-queue
deleteport
description
dotlx

exit

gmrp

gvrp

igmp

ip

mac

mode

mtu

port
port-channel
port-security
protocol
service-policy
set

shutdown

snmp
snmp-server
spanning-tree
speed
traffic-shape
vlan

access-group
address
dvmrp

igmp
igmp-proxy
irdp

multicast
netdirbcast

ospf
pimdm
pimsm
proxy-arp
rip

vrrp

dvlan-tunnel
dotlg-tunnel

priority

NG

Add this port to a port-channel.

Enables/Disables automatic negotiation on a port.
Configure Class of Service parameters.

Configure the Cos Queue Parameters.

Delete this port from a port-channel.

Add Description to the interface

Configure Dotlx interface commands.

To exit from the mode.

Set GARP Multicast Registration Protocol parameters.
Set GARP VLAN Registration Protocol parameters.
Enable/Disable IGMP Snooping on a selected interface
Configure IP parameters.

Configure MAC Access List group parameters.

Configure the double VLAN tunnel mode for this interface.
Sets the default MTU size.

Configure a physical port.

Enable/Disable the port-channel®s administrative mode.
Enable/Disable Port MAC Locking/Security for interface.
Configure the Protocol Based VLAN parameters.
Configure DiffServ Service.

Configure switch options and settings.

Enable/Disable a port.

Configure SNMP options.

Enable/Disable SNMP violation traps interface.

Set the spanning tree operational mode.

Sets the speed and duplex setting for the interface.
Configure the maximum transmission bandwidth limit.
Configure VLAN parameters.

(s50-1) (conf-if-range-et-1/0/10-1/0/22)#ip ?

Add Access List to the Group.

Create an IP Address and subnet for an interface.
Configure DVMRP parameters.

Configure IGMP parameters.

Configure IGMP Proxy parameters.

Enables Router Discovery on an interface. Use no
command to disable.

Configure multicast routing parameters.

Enables net directed broadcasts. Use no command to
disable.

Configure Open Shortest Path First parameters.
Configure PIM-DM parameters.

Configure PIM-SM parameters.

Enables or disables Proxy ARP on an interface.
Configure Router Interface Protocol settings in the
router.

Configure Virtual Router Redundancy Protocol
parameters.

(s50-1) (conf-if-range-et-1/0/10-1/0/21)#mode ?

Configure double VLAN tunneling for a specific port.
Configure double VLAN tunneling for a specific port.

(s50-1) (conf-if-range-et-1/0/10-1/0/21)#vlan ?

Configure the priority for untagged frames.

~

/

Figure 29 Commands Available in Interface Range Mode

ForcelO(config)#interface range ethernet 5/0/1-5/0/23,1/0/49-1/0/50,2/0/10-2/0/12
ForcelO(config-if-range)#no shutdown
ForcelO(config-if-range)#

Figure 30 Multiple Ranges Selected for Configuration for Physical Ports

Note in Figure 30 that port ranges in separate stack members have been selected.

SFTOS Command Reference, Version 2.5.2.0
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interface loopback

Related
Commands

For more on VLAN commands, see VLAN Commands on page 159.
For more on LAG commands, see LAG/Port Channel Commands on page 339.

For more on bulk configuration, see the Bulk Configuration section in the Interfaces chapter
of the SFTOS Configuration Guide.

interface Accesses the Interface Config mode for a designated logical or physical
interface.

ip address (VLAN) Assigns an IP address and subnet mask to the selected VLAN to support
Layer 3 routing.

interface vlan Creates a new VLAN and accesses the Interface VLAN mode for it, or
selects an existing VLAN and accesses the Interface VLAN mode for it.

tagged Adds ports or port channels to the selected VLAN as tagged interfaces.

Interface loopback

Syntax

Modes

Command
History

Usage

Related
Commands

Configure a loopback interface, and access Interface Loopback Config mode (the prompt is
(Interface loopback 0)#).

interface loopback 0
Use no interface loopback 0 to remove the interface.

Global Config

Version 2.5.1 Introduced

A loopback interface is a virtual interface in which the software emulates an interface.
Basically, the loopback interface is a handle controlling access to the CPU interface.

The prompt provides access to IP commands — ip access-group, ip address, and ip ospf —
along with port enable/disable (shutdown) and SNMP commands. This command in
combination with an ACL rule, often called a management VTY ACL, protects access to
switch management. For more, see “Applying an ACL to Loopback” in the QoS chapter of
the SFTOS Configuration Guide.

access-list Creates an IP access control list

ip access-group (Interface)  Attaches a specified access control list to an interface

ip address (routed) Configures an IP address on a routed interface
ip ospf Enables OSPF on a router interface

show interface loopback Displays the configured loopback interface.
snmp trap link-status Enables link status traps by interface

(interface)
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monitor session

This command adds a mirrored port (source port) or probe port (destination port) to a session
identified with the session ID of 1. In all released versions of SFTOS, the session is always 1.

Syntax  [no] monitor session 1 {destination interface unit/slot/port | source interface
unit/slot/port | mode}

Parameters destination interface  Specify the probe port (target port). The probe port cannot be a VLAN
unit/slot/port member.
source interface unit/ Specify the source interface (mirrored port). The port can be a part of
slot/port any VLAN.
mode Enable/disable the port mirroring session. See monitor session 1

mode on page 127.

To remove the destination port, use no monitor session 1 destination interface.
To remove a source port, use no monitor session 1 source interface unit/slot/port.

In other words, removing the source interface requires specifying the port to be removed, but
removing the destination port does not require specifying the destination port, since there can
be only one destination port.

Default None

Mode  Global Config

Usage  Inan S-Series stack, destination and source ports can be on separate stack members. A stack
Information  has a limit of one port mirroring session and one destination port. Remove an existing source
or destination port before replacing it with another. For more on configuring port monitoring

(port mirroring), see the Port Mirroring chapter of the SFTOS Configuration Guide.

Related monitor session 1 mode  Sets the monitor session (port monitoring) mode to enabled.
Commands mtu (port) Removes the destination port and all source ports from the mirroring
configuration.
show monitor session Shows the mirroring configuration.

monitor session 1 mode

This command sets the monitor session (port monitoring) mode to enabled. The probe and
monitored ports must be configured before port monitoring can be enabled. When enabled,
the probe port monitors all traffic received and transmitted on the physical monitored port. It
is not necessary to disable port monitoring before modifying the probe and monitored ports.

A session is operationally active if and only if both a destination port and at least one source
port is configured. If neither is true, the session is inactive.
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mtu (port)

Syntax

Default

Mode

Related
Commands

mtu (port)

Syntax

Default

Mode

Related
Commands

A port configured as a destination port acts as a mirroring port when the session is
operationally active. If it is not, the port acts as a normal port and participates in all normal
operation with respect to transmitting traffic.

[no] monitor session 1 mode

The no version of this command sets the monitor session (port monitoring) mode to disabled.

disabled

Global Config

Adds a mirrored port (source port) or mirroring port (destination port) to a
session identified with the session ID of 1.

monitor session

Removes the destination port and all source ports from the mirroring
configuration.

mtu (port)

show monitor session  Shows the mirroring configuration.

This command sets the maximum transmission unit (MTU) size (in bytes) for the selected port.
[no]l mtu 15718-9216

For the standard implementation, the range is a valid integer between 1518-9216.

Enter no mtu to set the MTU for the interface to the default.

1518

Note: The hardware on the 1-Gigabit ports automatically compensates for the tags on tagged
packets. For a 1-Gigabit port, the default setting of 1518 allows 1518-byte untagged and
1522-byte tagged packets. Likewise, set to the maximum, a setting of 9216 will allow for

tagged packets up to 9220 bytes.

The 10-Gigabit ports do not automatically allow for the length of a tag. For 10-Gigabit ports,
the default setting of 1518 means 1518 untagged or tagged. The maximum is 9216 bytes.

Interface Config

mtu (LAG) Sets the MTU for a selected port channel
ip mtu Sets the MTU on a routing interface (Interface Config or VLAN mode)
mtu (VLAN) Sets the MTU for a selected VLAN (VLAN mode)
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no monitor

Default

Syntax

Mode

This command removes all the source ports and a destination port and restores the default
value for mirroring session mode for all the configured sessions.

This is a stand-alone “no” command. This command does not have a “normal” form.
enabled

no monitor

Global Config

no monitor session 1

Syntax

Default

Mode

rate-interval

Syntax

Default

Mode

Command
History

This command removes all the source ports and a destination port of the mirroring session
and restore the default value for mirroring session mode.

The 1 or session-id parameter is an integer value used to identify the session. In the current
version of the software, the session-id parameter is always 1.

This is a stand-alone “no” command. This command does not have a “normal” form. This
command can be issued without regard for the session status (enabled or disabled).

no monitor session 1

enabled

Global Config

This command sets the traffic monitoring rate interval in seconds.

rate-interval 15-300

299 seconds

Interface Config; Interface Port Channel Config; Interface Range Ethernet; Interface Range
Port Channel

Version 2.5.1 Introduced
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show forwardingdb agetime

Syntax

Mode

Example

Command
History

This command displays the timeout for address aging. In an SVL system, the [fdbid | all]
parameter is not used and will be ignored if entered.

show forwardingdb agetime

Privileged Exec

ForcelO #show forwardingdb agetime
Address Aging Timeout:300
ForcelO#

Figure 31 Example of show forwardingdb agetime Command Output

Version 2.3 Modified: Removed parameters and statements relating to IVL.

show interface loopback

Syntax
Modes

Command
History

Related
Commands

Display loopback interface configuration.

show interface loopback 0

Privileged Exec; User Exec

Version 2.5.1 Introduced
access-list Creates an IP access control list.
interface loopback Configures loopback interface 0.

ip access-group (Interface)  Attaches a specified access control list to an interface.

show mac-address-table

Syntax

This command displays the Multicast Forwarding Database (MFDB) statistics.

show mac-address-table {gmrp | igmpsnooping | multicast | stats}

gmrp—Display GMRP entries in the MFDB table.
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show mac-address-table multicast

Mode

Related
Commands

igmpsnooping—Display IGMP Snooping entries in the MFDB table.
multicast—Display Multicast Forwarding Database Table information.
stats—Display MFDB statistics.

Privileged Exec

The output field descriptions are:

Total Entries—This displays the total number of entries that can possibly be in the Multicast Forwarding
Database table.

Most MFDB Entries Ever Used—This displays the largest number of entries that have been present in
the Multicast Forwarding Database table. This value is also known as the MFDB high-water mark.

Current Entries—This displays the current number of entries in the Multicast Forwarding Database
table.

show mac-address-table Displays Multicast Forwarding Database (MFDB) information
multicast

show mac-address-table stats Displays Multicast Forwarding Database (MFDB) statistics

show mac-address-table gmrp Displays GARP Multicast Registration Protocol (GMRP) entries
in the MFDB table

show mac-address-table Displays IGMP Snooping entries in the MFDB table
igmpsnooping

show mac-addr-table Displays forwarding database entries

show mac-address-table multicast

Syntax

Mode

Report Fields

This command displays the Multicast Forwarding Database (MFDB) information. If the
command is entered with no parameter, the entire table is displayed. This is the same as
entering the optional all parameter. The user can display the table entry for one MAC Address
by specifying the MAC address as an optional parameter.

show mac-address-table multicast {macaddr [1-3965]}
(OPTIONAL) For macaddr, enter a 6-byte MAC address.
(OPTIONAL) For 1-3965, enter a valid VLAN ID.

Privileged Exec

MAC Address—A multicast MAC address for which the switch has forwarding and or filtering
information. The format is two-digit hexadecimal numbers that are separated by colons, for example
01:23:45:67:89:AB. In a system, the MAC address will be displayed as a MAC address and VLAN ID
combination of 8 bytes.
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Type—This displays the type of the entry. Static entries are those that are configured by the end user.
Dynamic entries are added to the table as a result of a learning process or protocol.

Component—The component that is responsible for this entry in the Multicast Forwarding Database.
Possible values are IGMP Snooping, GMRP, and Static Filtering.

Description—The text description of this multicast table entry
Interfaces—The list of interfaces that are designated for forwarding (Fwd:) and filtering (Flt:).

Forwarding Interfaces—The resultant forwarding list is derived from combining all the component’s
forwarding interfaces and removing the interfaces that are listed as the static filtering interfaces.

Related show mac-address-table Displays Multicast Forwarding Database (MFDB) statistics
Commands

show mac-address-table stats  Displays Multicast Forwarding Database (MFDB) statistics

show mac-address-table stats

This command displays Multicast Forwarding Database (MFDB) statistics.
Syntax show mac-address-table stats
Mode  Privileged Exec

Report Fields Max MFDB Table Entries — Displays the total number of entries that can possibly be in the Multicast
Forwarding Database table.

Most MFDB Entries Ever Since Last Reset — Displays the largest number of entries that have been
present in the Multicast Forwarding Database table. This value is also known as the MFDB high-water
mark.

Current Entries — Displays the current number of entries in the MFDB.

Example
ForcelO #show mac-address-table stats
Max MFDB Table Entries....... ..o eeanan-- 256
Most MFDB Entries Since Last Reset............. 0
Current ENtries. ... ..o e c e eeeeeeaann 0
Figure 32 Command Example: show mac-address-table stats
Related show mac-address-table  Displays the Multicast Forwarding Database (MFDB)
Commands multicast information
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show monitor session

show monitor session

Syntax

Mode

Example

Report Fields

Related
Commands

show port

Syntax

Mode

Command
History

This command displays the port monitoring information for the system.
show monitor session 1

Privileged Exec

ForcelO #show monitor session 1

Session 1D Admin Mode Probe Port Mirrored Port

1 Enable 2/0/26 1/0/1

Figure 33 Command Example: show monitor session 1

Session ID—In all released versions of SFTOS, the session is always 1.

Admin Mode—Indicates whether the Port Mirroring feature is enabled or disabled. The possible values
are Enable and Disable.

Probe Port unit/slot/port—The unit/slot/port configured as the probe port (destination port for
mirroring). If this value has not been configured, 'Not Configured' will be displayed.

Mirrored Port unit/slot/port—The unit/slot/port configured as the monitored port (source port,
mirrored port). If this value has not been configured, 'Not Configured' will be displayed.

monitor session Adds a mirrored port (source port) or probe port (destination port) to
a session identified with the session ID of 1.

monitor session 1 mode Sets the monitor session (port monitoring) mode to enabled.

This command displays port information for a selected port or for all ports.
show port {unit/slot/port | all}

Privileged Exec

Version 2.3 Modified: Revised to include VLAN interface IDs in the Interface column of the
report.
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show port

Example

Report Fields

Related
Commands

/onrcelO_SSO) #show port 1/0/1 ‘\\

Admin Physical Physical Link Link LACP
Intf  Type Mode Mode Status Status Trap Mode
1/0/1 Enable Auto 100 Full Up Enable Enable
(Forcel0_S50) #show port all

Admin Physical Physical Link Link LACP
Intf  Type Mode Mode Status Status Trap Mode
1/0/1 Enable Auto Down Enable Enable
1/0/2 Enable Auto 1000 Full Up Enable Enable
1/0/3 Disable Auto Down Enable Enable
1/0/4 Disable Auto Down Enable Enable
1/0/5 Disable Auto Down Enable Enable
1/0/6 Disable Auto Down Enable Enable
1/0/7 Disable Auto Down Enable Enable
1/0/8 Disable Auto Down Enable Enable
1/0/9 Disable Auto Down Enable Enable
1/0/10 Disable Auto Down Enable Enable
1/0/11 Disable Auto Down Enable Enable
1/0/12 Disable Auto Down Enable Enable
1/0/13 Disable Auto Down Enable Enable
1/0/14 Disable Auto Down Enable Enable
1/0/15 Disable Auto Down Enable Enable
1/0/16 Disable Auto Down Enable Enable
1/0/17 Disable Auto Down Enable Enable
1/0/18 Disable Auto Down Enable Enable
--More-- or (Q)uit

Qo rcel0_S50) # /

Figure 34 Command Example: show port

Intt—Valid unit, slot and port number separated by forward slashes. This field only displays for show
port all.

Type—If not blank, this field indicates that this port is a special type of port. The possible values are:

Mon—This port is a monitoring port. Look at the Port Monitoring screens to find out more
information.

Lag—This port is a member of a port-channel (LAG).

Probe—This port is a probe port.

Admin Mode—Selects the Port control administration state. The port must be enabled in order for it to
be allowed into the network—May be enabled or disabled. The factory default is enabled.

Physical Mode—Selects the desired port speed and duplex mode. If auto-negotiation support is
selected, then the duplex mode and speed will be set from the auto-negotiation process. Note that the
port's maximum capability (full duplex -100M) will be advertised. Otherwise, this object will determine
the port's duplex mode and transmission rate. The factory default is Auto.

Physical Status—Indicates the port speed and duplex mode.

Link Status—Indicates whether the Link is up or down.

Link Trap—This object determines whether or not to send a trap when link status changes. The factory
default is enabled.

LACP Mode—Displays whether LACP is enabled or disabled on this port.

show tech-support Displays the output of many show commands, including this one.
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show port protocol

show port protocol

Syntax
Mode

Report Fields

This command displays the protocol-based VLAN information for either the entire system
(use all keyword), or for the indicated group (specify the group with the value of groupid).

show port protocol {groupid | all}

Privileged Exec

Group Name—This field displays the group name of an entry in the protocol-based VLAN table.
Group ID—This field displays the group identifier of the protocol group.

Protocol(s)—This field indicates the type of protocol(s) for this group.

VLAN—This field indicates the VLAN associated with this protocol group.

Interface(s)—This field lists the unit/slot/port interface(s) that are associated with this protocol
group.

shutdown (port)

Syntax

Default

Mode

Command
History

Related
Commands

This command enables or disables a port. The no version of this command enables a port.

[no] shutdown
disabled

Interface Config (including Interface Loopback Config); Interface Range, which is indicated
by the (conf-if-range-interface)# prompt, such as (conf-if-range-vlan 10-20)#.

Version 2.5.1  Added Interface Loopback Config mode

Version 2.3 Added Interface Range mode.

interface range Define an interface range and access the Interface Range mode.
interface Identify an interface and enter the Interface Config mode.
shutdown all (port) Enable or disable all ports.

shutdown (port channel) Enable or disable the selected port channel.
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shutdown all (port)

shutdown all (port)

This command disables all ports.

The no version of this command enables all ports.

Syntax  [no] shutdown all
Default  enabled
Mode  Global Config
speed
This command sets the speed and duplex setting for the selected interface.
Syntax  speed {{10| 100 | 1000} {half-duplex | full-duplex}}
Parameters 10 half-duplex Enter 10 to set the speed as 10BASE-T, followed by half-duplex for half
duplex.
10 full-duplex Enter 10 to set the speed as 10BASE-T, followed by full-duplex for full
duplex.
100 half-duplex Enter 100 to set the speed as 100BASE-T, followed by half-duplex for
half duplex.
100 full-duplex Enter 100 to set the speed as 100BASE-T, followed by full-duplex for
full duplex.
1000 half-duplex Enter 1000 to set the speed as 1000BASE-T, followed by half-duplex
for half duplex.
1000 full-duplex  Enter 1000 to set the speed as 1000BASE-T, followed by full-duplex
for full duplex.
Mode Interface Config; Interface Range, which is indicated by the (conf-if-range-interface)#
prompt, such as (conf-if-range-vlan 10-20)#.
Command T Gon 23 Added Interface R d
History ersion 2. ed Interface Range mode.
Related auto-negotiate Enables automatic speed negotiation on a port.
Commands interface range Defines an interface range and accesses the Interface Range mode
interface Identifies an interface and enters the Interface Config mode.
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speed all

speed all

This command sets the speed and duplex setting for all interfaces.

Syntax  speed all {{10| 100 | 1000} {half-duplex | full-duplex}}

Parameters 10 half-duplex Enter 10 to set the speed as 10BASE-T, followed by half-duplex for half
duplex.
10 full-duplex Enter 10 to set the speed as 10BASE-T, followed by full-duplex for full

duplex.

100 half-duplex

half duplex.

Enter 100 to set the speed as 100BASE-T, followed by half-duplex for

100 full-duplex

full duplex.

Enter 100 to set the speed as 100BASE-T, followed by full-duplex for

1000 half-duplex

for half duplex.

Enter 1000 to set the speed as 1000BASE-T, followed by half-duplex

1000 full-duplex

for full duplex.

Enter 1000 to set the speed as 1000BASE-T, followed by full-duplex

Mode  Global Config

Related auto-negotiate all

Enables automatic speed negotiation on all ports.

Commands

System Utility Commands

System utility commands in this section are:

clear config

clear counters on page 138

clear igmpsnooping on page 138
clear pass on page 139

clear traplog on page 138

copy on page 139

copy (clibanner) on page 142
enable passwd on page 143
logout on page 143

ping on page 144

reload on page 144

show terminal length on page 145
terminal length on page 145
traceroute on page 146

write on page 146
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clear config

See also port channel commands in the chapter LAG/Port Channel Commands on page 339.

clear config

This command resets the configuration to the factory defaults without powering off the
switch. The switch is automatically reset when this command is processed. You are prompted
to confirm that the reset should proceed.

Syntax  clear config

Mode  Privileged Exec

clear counters

This command clears the stats for a specified unit/slot/port or for all the ports or for the
entire switch based upon the argument.

Syntax clear counters {unit/slot/port | all}

Mode  Privileged Exec

clear traplog

This command clears the trap log.
Syntax  clear traplog

Mode  Privileged Exec

clear igmpsnooping

This command clears the tables managed by the IGMP Snooping function and will attempt to
delete these entries from the Multicast Forwarding Database.

Syntax  clear igmpsnooping
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clear pass

Mode
clear pass
Syntax
Mode

copy
Syntax
Parameters

Privileged Exec

This command resets all user passwords to the factory defaults without powering off the
switch. You are prompted to confirm that the password reset should proceed.

clear pass

Privileged Exec

This command has options that enable you to download files to the switch, upload files from
the switch, or copy SFTOS images from the management unit to other members of its stack.
Local URLs can be specified using TFTP or Xmodem.

copy { { {nvram:script url} | nvram:errorlog | nvram:startup-config |
nvram:traplog} url} | {url {imagel | image2 | nvram:cli-banner | nvram:script |
nvram:sshkey-dsa | nvram:sshkey-rsal | nvram:sshkey-rsa2 |
nvram:sslpem-dhstrong | nvram:sslpem-dhweak | nvram:ssipem-root |
nvram:sslpem-server | nvram:startup-config} | {system:running-config
nvram:startup-config} | {imagel | image2} unit://unit/{imagel | image2} |
{imagel | image2} unit://*/{imagel | image2}}

nvram: Specify the nvram: keyword preamble to indicate that the location is
NVRAM in the switch. When used before ur/, the location is the
source; when used after url, the location is the destination.
For details on the keywords associated with nvram:, see the Usage
section, below.

url Enter the URL of the download or upload address, consisting first of
xmodem or TFTP. The xmodem option is followed by a file path
and file name, while TFTP is followed first by an IPv4 address
(format: xxx.xxx.xxx.xxx), then by a file path and file name.
If the file resides in the root directory of the TFTP server, then you can
simply enter the filename. The path and filename can be no more
than 31 characters each. The file size cannot be larger than 2K.

{imagel | image2} Enter imagel to have the identified file be downloaded in place of
the SFTOS image that is currently stored as image1, or enter
image2 to have the identified file be downloaded in place of the
SFTOS image that is currently stored as image2. See the Usage
section, below, for details.

SFTOS Command Reference, Version 2.5.2.0 139



copy

Default

Mode

Command
History

Usage

None

Privileged Exec

Version 2.5.1  Modified: Added the ability to download and save up to two SFTOS images, and to

copy either image to other members of a stack.

Version 2.3 Modified: Modified functionality of copy system:running-config

nvram:startup-config and copy tftp //tftp_server_ip_address/
path/filename nvram:startup-config.

The following files can be specified as the source file for uploading from the switch:

Event log (also called the error log or persistent log) (nvram:errorlog url/filename)
Buffered message log (also called the system log) (nvram:log url/filename)

Startup configuration (nvram:startup-config url/filename)

Startup script (nvram:script source filename url/filename)

SNMP Trap log (nvram:traplog url/filename)

Specify a TFTP destination and target filename in this form:
tftp://tftp_server_ip_address/path/filename
For example: copy nvram:log tftp://tftp_server_ip_address/path/filename

You can also overwrite the startup configuration file with the running config:
copy system:running-config nvram:startup-config

The copy command can also be used to download the following files:

CLI banner: See copy (clibanner).
SFTOS software (often called the “software image”):

before SFTOS 2.5: filename system:image
SFTOS 2.5.1: filename {image]l | image2}

For example, to download the software to the location where the current backup image is
stored, assuming the backup image is stored in the “image 2” location, enter:

copy tftp://tftp_server_ip_address/path/filename image2

SSH key files (sshkey-rsa, sshkey-rsa2, or sshkey-dsa)

SSL certificates (HTTP secure-server certificates — sslpem-dhstrong,
sslpem-dhweak, sslpem-root, sslpem-server) (For more on SSH and SSL, see the
chapter “Providing User Access Security” in the SFTOS Configuration Guide.)

startup configuration (startup-config)

Except for the SFTOS software, download files from a TFTP server with copy tftp://,
followed by the source URL and filename, and then specify the destination as nvram:name,,
where name is one of the keywords listed above. For example:

copy tftp://tftp_server_ip_address/path/filename nvram:clibanner
copy tftp://tftp_server_ip_address/path/filename nvram:script
copy tftp://tftp_server_ip_address/path/filename nvram:sslpem-root
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copy

copy tftp://tftp_server_ip_address/path/filename nvram:sslpem-server
copy tftp://tftp_server_ip_address/path/filename nvram:sslpem-dhweak
copy tftp://tftp_server_ip_address/path/filename nvram:sslpem-dhstrong
copy tftp://tftp_server_ip_address/path/filename nvram:sshkey-rsal
copy tftp://tftp_server_ip_address/path/filename nvram:sshkey-rsa2
copy tftp://tftp_server_ip_address/path/filename nvram:sshkey-dsa

copy tftp://tftp_server_ip_address/path/filename nvram:startup-config
copy tftp://tftp_server_ip_address/path/filename {imagel | image2}

For example, to download the software to the location where the current backup image is
stored, assuming the backup image is stored in the “image 2” location, enter:

copy tftp://tftp_server_ip_address/path/filename image2

Note: Starting with SFTOS version 2.3, you can use the command
=»| copy tftp //tftp_server_ip_address/path/filename nvram:startup-config
to copy either a binary file or a text file to the startup-config file. The result is a text file.

You can also copy the SFTOS software image in a stack from the management unit to a
specific member unit or all member units:

copy {imagel | image2} unit://unit/{imagel |image2}
For unit, enter a specific member number as an integer from 1 to 6.

An asterisk (* ) indicates that the image should be copied to all members:
unit://*/{imagel | image2}
The following command copies the running config from the switch system memory to flash
memory, overwriting the startup configuration file:

copy system:running-config nvram:startup-config

Note: Starting with SFTOS version 2.3, this command creates a
=»| text-based startup-config file instead of a binary file.

Example

ﬁrcelo S50 #copy nvram:errorlog tftp://10.10.10.10/errorlLog \
Mode. ... TFTP
Set TFTP Server IP. . ... 10.10.10.10
TETP Path. .. aaaaaaan
TFTP Fillename. . ... .. i errorLog
Data TYPE . - o i e e e e Error Log

Management access will be blocked for the duration of the transfer
Are you sure you want to start? (y/n) y

File transfer operation completed successfully.

o J

Figure 35 Using the copy command to Upload the Event Log
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copy (clibanner)

Related copy (clibanner) Downloads the CLI banner text file to the switch.
Commands

boot system Select an image to be the active image for subsequent reboots and to be
loaded by the boot loader.

write Saves the running configuration to NVRAM, duplicating the functionality of
copy system:running-config nvram:startup-config

copy (clibanner)

This version of the copy command, with the “clibanner” option, downloads the CLI banner
text file to the switch. Local URLS can be specified using tftp or xmodem. The CLI banner is
configurable text that you can have displayed when the CLI user logs in to the switch. The file
cannot be created on the switch. Instead, create the banner file using a text editor, put it on
your TFTP server, and then download it to the switch.

Syntax copy tftp://tftp_server_ip_address/filepath nvram:clibanner

Reversing the sequence of the command parameters uploads the text file from the switch:
copy nvram:clibanner tftp://tftp_server_ip_address/filepath
The no clibanner command removes the CLI banner.

Parameters tftp_server_ip_address Enter the URL of the TFTP server in IP address format:
XXX XXX XXX XXX

filepath Enter the path on the TFTP server and the filename in this format:
path/filename. If the file resides in the root directory, then you can
simply enter the filename. The path and filename can be no more
than 31 characters each. The file size cannot be larger than 2K.

Default none

Mode  Privileged Exec

Example
copy tftp://192.168.77.52/banner.txt nvram:clibanner \\\
1o Yo [ TFTP
Set TFTP Server IP. ... . i e eeaaaaan 192.168.77.52
TFTP Path. .. .. e i e e ceeaaaann ./
TFTP Fillename. . ... .. .o banner._txt
Data TypPe. -k Cli Banner

Are you sure you want to start? (y/n) y

CL1 Banner file transfer operation completed successfully!
(ForcelO S50) #exit

Forcel0 S50) >logout

FORCE10"s Login Banner - Unauthorized access is punishable by law.
User:

Figure 36 Using the copy command to Download the CLI Banner
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enable passwd

Related copy (clibanner) Downloads the CLI banner text file to the switch.
Commands

write Saves the running configuration to NVRAM, duplicating the functionality of
copy system:running-config nvram:startup-config

enable passwd

This command changes the Privileged Exec password (commonly called the “enable”
password), which is not set when SFTOS boots for the first time. First type the command,
then press Enter.

Syntax  enable passwd password

Parameters password Enter a text string, up to 32 characters long, as the clear text password.

Mode  Global Config

Command

History Version 2.3 Modified: Moved from Privileged Exec mode to Global Config mode.

logout

Close the current Telnet connection or reset the current serial connection.

=p | Note: Save configuration changes before logging out.

Syntax logout

Mode  Privileged Exec

Related quit close the current Telnet connection, or reset the current serial connection.
Commands
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quit

quit

This command duplicates the functionality of the logout command, closing the current
Telnet connection, or resetting the current serial connection.

=p | Note: Save configuration changes before logging out.

Syntax  quit
Mode  Privileged Exec
Related | - - -
Commands ogout Close the current Telnet connection, or reset the current serial connection.
ping
This command checks if another computer is on the network and listens for connections. To
use this command, configure the switch for network (in-band) connection. The source and
target devices must have the ping utility enabled and running on top of TCP/IP. The switch
can be pinged from any IP workstation with which the switch is connected through the default
VLAN (VLAN 1), as long as there is a physical path between the switch and the workstation.
The terminal interface sends three pings to the target station.
Syntax  ping ipaddr
Mode  Privileged Exec and User Exec
reload
This command resets the switch without powering it off. Reset means that all network
connections are terminated and the boot code executes. The switch uses the stored
configuration to initialize the switch. You are prompted to confirm that the reset should
proceed. A successful reset is indicated by the LEDs on the switch.
Syntax  reload [unit]
For unit, enter a switch ID in the range of 1 to 8.
Mode  Privileged Exec
Usage  For a sample of the output from the reload command, see the section “Upgrading the
Information  goftware Image” in the Getting Started chapter of the SFTOS Configuration Guide.
Command Version 2.5.1 . -
History ersion 2.5, Modified: [unit] parameter added
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show terminal length

Related
Commands

Downloads and uploads various file types, and copies software
between stack members.

copy

show terminal length

Syntax
Mode

Command
History

Related
Commands

This command displays how many lines are currently in one page of “show” command
output, as configured by the terminal length command.

show terminal length

Privileged Exec and User Exec

Version 2.3 Introduced

terminal length Sets the number of lines displayed on the terminal without pausing.

terminal length

Syntax

Parameters

Defaults

Mode

Command
History

Usage
Information

Related
Commands

Configure the number of lines to be displayed on the terminal screen in one page of output of
show commands.

terminal length number-of-lines

number-of-lines  Enter the number of lines that you want the output to display before pausing.

Entering zero (0) will cause the terminal to display without pausing.
Range: 0|5 to 512 (1-4 cannot be set.)
Default: 24 lines

24 lines

Use Exec or Privileged Exec

Version 2.3 Introduced

This is a session-based command. The CLI presents 24 lines per page of show command
output, as a default, unless the user uses this command to change the number of lines. At the
end of each page, the user can press q for quit—to stop the output and return to the command
line—or any other key to see the next page of the display.

show terminal length Displays the number of lines set by terminal length.
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traceroute

traceroute

Syntax

Mode

write

Syntax

Mode

Related
Commands

This command discovers the routes that packets take when traveling to their destination
through the network on a hop-by-hop basis.

traceroute ipaddyr [port]
ipaddr should be a valid IP address.

port should be a valid decimal integer in the range of 0 (zero) to 65535. The default value is
33434. The optional port parameter is the UDP port used as the destination of packets sent as
part of the traceroute. This port should be an unused port on the destination system.

Privileged Exec

This command is used to discover the routes that packets actually take when traveling to their
destination through the network on a hop-by-hop basis. <ipaddr> should be a valid IP
address. [port] should be a valid decimal integer in the range of 0(zero) to 65535. The default
value is 33434,

The optional port parameter is the UDP port used as the destination of packets sent as part of
the traceroute. This port should be an unused port on the destination system.

The functionality of this command is the same as for the copy system:running-config
nvram:startup-config command, to save the r